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ABSTRACT

Increasinglyiconsare beingproposedo conciselyconveyprivacy-
relatedinformation andchoicego users However,complexprivacy
conceptscanbedi cult to communicateWe investigatewhich
iconse ectively signalthe presencef privacy choicesln aseries
of userstudieswe designedandevaluatedconsandaccompanying
textual descriptions(link texts)conveyingchoiceppting-outand
saleof personainformation the latter an opt-out mandatedby the
California ConsumerPrivacyAct (CCPA) We identi ed icon-link
text pairingsthat conveyedhe presencef privacy choiceswithout
creatingmisconceptionswith a blue stylizedtoggleicon paired
with Privacy Options performingbest.Thetwo CCPA-mandated
link texts (Do Not SellMy Personalinformation and Do Not
SellMy Info ) accuratelycommunicatedhe presenceof do-not-
sellopt-outswith mosticons.Our resultsprovideinsightsfor the
designof privacy choiceindicatorsandhighlight the necessityof
incorporating user testing into policy making.
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1 INTRODUCTION

Noticeand choiceare commoncomponentf privacy regulation
and consumerprotectionguidelines.They areintendedto commu-
nicatehow companieshandleconsumerdataandto give consumers
control overthe collectionanduseof their personalinformation.
Unfortunately, the mechanismghat websitescommonly useto
provideprivacy noticesandchoicesarefraughtwith issuesPrivacy
policiesarelengthy [22, 77 andfull of jargon[34]. Privacychoices
aredi cult to nd, astheir locationvariesacrosswebsiteq47, 4§.
Privacyadvocateslegal experts,and academiaesearcherhave
arguedfor standardizednechanismso provideprivacy noticesand
choiceq 2, 18 101. Requirementshat privacy noticesandchoices
beclearandaccessibldavealsoemergedn recentregulation,such
asthe California ConsumerPrivacyAct (CCPA)[8g and Europe’s
GeneralDataProtectionRegulation(GDPR) 33. Researcherhave
exploredwaysto help consumersnd and understandprivacy-
relatedinformation and choices Examplesnclude privacy dash-
boards[44], certi cations [9], scores[45 9§, labels[30, 63 64,
pop-ups [84, 119], as well as icons [6, 27, 28, 50, 55, 81, 102].

In principle,iconscancommunicateconceptsjuickly andcon-
ciselyacrosdinguistic andcultural di erences[58§. Iconscanbe
recognizedand memorizedmore easily than other Ul elements
with richerinformation [103. However,privacy conceptscanbe
di cult to conveythroughicons[6, 28 101, 103. Prior attemptsat
developingiconshaveprimarily focusedon conveyinginformation
aboutdata ows or speci c datapracticege.qg.[6, 27,81, 103). The
conceptof choicehasbeenlessexploredin previousprivacyiconog-
raphyresearch eventhoughprivacy choicesareakey component
of consumer privacy regulation [18, 33, 88].


https://doi.org/10.1145/3411764.3445387
https://doi.org/10.1145/3411764.3445387

CHI ’21, May 8X13, 2021, Yokohama, Japan

Our study investigateshow to e ectively conveyto consumers
the presenceof privacy choiceson websitesthrough icons and
accompanyingdescriptions(which we refer to aslink texts).In
particular,we considerthe presenceof genericprivacy choicesand
an opt-out for the saleof personalinformation, asmandatedby
the CCPA.We rst developedlliconsthat centeron threechoice-
related conceptghe broad ideaf choice, thaction of opting-out,
and choicesregardingthe saleof personainformation,beforese-
lecting ve iconsfor further re nement andevaluation.Because
icons especiallynewones arerarely fully self-explanatory{50,
we further evaluatedl6link textsto accompanythe icon,including
two link texts mandatedby the CCPA.We then conducteda nearly
full-factorial online experiment(n=1,468}o assesfiow well di er-
ent combinationsof the mostpromisingiconsandlink textsfrom
the pre-studiescommunicateahe presenceof privacy or do-not-
sellchoicesFinally, we conductedan experimentto testanicon
that the California Attorney General’sO ce (OAG)proposedor
the CCPAopt-out[9]] after we sharedour initial resultswith them.

Our researclprovidesvaluableinsightsinto the designof pri-
vacy choiceindicators.Through aniterative processye identi ed
promisingicon andlink text pairingsthat e ectively indicatepri-
vacy choicesto consumersA blue stylizedtoggleicon bestcon-
veyedthe ideaof choiceswhereasiconsfocusedon the saleof
personalinformation createdmisconceptionsaboutwhat would
happenafter clicking the icon. The Digital Advertising Alliance’s
PrivacyRightsicon [11] andthe older AdChoicescon[113, as
comparisonpointsfor our newly designedcons,suggestedmore
information but not choice. Foricon-textcombinations, Privacy
Options pairedwith the blue stylizedtoggleicon bestconveyed
the presenceof privacy choicesThelink texts mandatedoy the
CCPA( Do Not SellMy Personalnformation and Do Not Sell
My Info) e ectively conveyedhe expectationof choicesrelated
to the saleof personalinformation in combinationwith mosticons.
Our follow-up study of the OAG'sicon revealedthat evenminor
designchangesouldseverelyreduceanicon’scomprehensiorand
increase misconceptions.

2 BACKGROUND & RELATED WORK

We rst summarizdegal andself-regulatoryrequirementsregard-
ing privacy choicesWe then discussusability issueswith mecha-
nisms for conveying privacy choices.

2.1 Requirements for Privacy Choices

The GDPRrequiresbusinesse$o provide privacy choicesto Eu-
ropeanconsumersincluding an option to requestthe erasureof
personaldataaboutthem (Art. 17)andopt-outsfor dataprocess-
ing for direct marketing purposegArt. 21)[33. The GDPRalso
emphasizes thesability of privacy noticesaand choices, requiring
that noticesbe providedin a concisetransparent,ntelligible and
easilyaccessibléorm, usingclearandplain language (Art. 12).In
the United Statesprivacy choicesareregulatedby sector-speci ¢
federallaws andstate privacylaws, suchas theCAN-SPAMAct’s
requirementof marketingemail opt-outs[35, andthe Children’s
Online PrivacyProtectionAct (COPPA)'sequirementof honoring
parentalrequestsaboutdatacollectionand deletionfor children
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under13[3€. SinceJanuary2020the CCPAprovidesCaliforniares-
identsthe right to opt out of the saleof their personalinformation

by companieqd8§. The rst draft of the proposedCCPAregula-
tions speci edthat this opt-out shouldbe provided,at a minimum,

through an interactiveform accessibl&ia a clearand conspicuous
link titled ‘Do Not SellMy Personalnformation, or ‘Do Not SellMy

Info, 1 on the business'svebsiteor mobileapplication aswell as

anunspeci edoptional opt-out button or logo [8§. In November
2020 Californiansvotedto passthe California PrivacyRightsAct

(CPRA) 89, which amendsand expandsconsumeiprivacy rights

stipulated by the CCPA.

Self-regulatoryrequirementsexistfor online advertisingprac-
tices[24 53 82. Since2010the Digital AdvertisingAlliance (DAA)
hasrequiredits membercompaniedo provideopt-outsfor tracking-
basedargetedadvertisingby placingthe AdChoicescon (seeTa-
ble 1) and an approvedtext abovean ad[24. The DAA recently
introduceda PrivacyRightsicon (agreenvariant of the AdChoices
icon;se€Tablel),to addresshe CCPA'sopt-outrequirementg113.
Additionally, the Interactive Advertising BureauEuropehaspub-
lishedthe Transparencyand ConsentFrameworkfor obtaining
consumer consent under the GDPR [54].

Companiestompliancewith legalandself-regulatoryrequire-
mentsvaries.Opt-outsfor emailcommunicationsarecommondue
to the CAM-SPAMACct, with mostUScompanie ering links to
unsubscribewithin emailmessageand privacy policies[23 48,.
However,privacy choicesrelatedto targetedadvertisingor data
deletionarelesscommon[46 48 94. Evenwhen they exist, pri-
vacy choicesappearat inconsistentlocations,and often exhibit
unhelpfulinformation aswell asbrokenlinks [4§. Furthermore,
researchon the CCPA'sdo-not-sellprovision hasshownthat con-
sumersstruggleto locatethe requiredlinks to opt out, and the
opt-out processesre permeatedvith dark patterns[75 87. As
such,consumergaceconsiderabléarriersin exercisingprivacy
choices [23, 47, 48, 67, 94].

2.2 Communicating Privacy Choices

Privacychoicesare often disclosedn privacy policies.However,
researchhasshownthat mostusersdo not readprivacy policies[80,
8§ or struggleto comprehendhem dueto vaguedescriptionsand
jargon[11,59 79 10Q0. Giventhe estimatedime requiredto peruse
privacy policieson visitedwebsitesit would beunrealisticto expect
usersto readthemroutinely [77]. These ndings suggesthe need
for alternativeprivacy noticesthat makeprivacy information more
accessiblandunderstandabl¢10q. Examplef suchalternatives
includeprivacy dashboard$44, privacy certi cations andsealq 9],
privacy gradesand scoreg[29, 45 61, 99, privacy labels[31, 63
65 117, consentbannersand pop-ups[74, 84, 119, and privacy
icons [50, 55, 81, 102].

Privacydashboardsllow consumergo inspectthe datacom-
panieshave collectedabout them and adjust their privacy set-
tings [107. Forexamplethe browserextensionGhosteryprovides
aninterfacefor usersto learnwhich webtrackersare presenton
visited websitesand block or permit certaintrackers[44], though
usersmaystruggleto comprehendnformation abouttrackers[107.

1 Do Not SellMy Info wasmandatedn the proposedCCPAregulations[8§ but got
eliminated in the nal version [90] after we completed our study.
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Privacy sealsand certi cations, such asthe EnterprisePrivacy
Certi cation by TrustArc (formerly TRUSTe) 9], aredesignedo

signalthat businessesomply with legal requirementsor indus-
try standardg101. Privacygradesandscoresndicatehow well

websitesprotecttheir users’privacy through numericratings, e.g.,
ToS;DR61], PrivacyFinder[29 45, and PrivacyGrade.ordor mo-
bile appg[98]. Privacylabels, similarto food nutrition labels,help

usersquickly learnaboutand compareprivacy-relatedattributesof

productsor servicesincluding websiteg 63 64, Internetof Things
deviceq 30 31], searchresults[14 117, and mobileapps[3, 65.

Privacy choicesmostly relatedto cookie managementare also
presentedn consentpop-upsandbannerson websiteg 22, but

often provide userswith limited choicesand nudgethemto accept
tracking [74, 84, 119].

2.3 Privacy Icons

Researcherbaveproposedvariousprivacy iconsassuccinct indi-
cators ofcomplex privacyconceptsSome privacyicons represent
speci c datapracticessuchasDisconnect.me’&consfor di erent
types of tracking [27] and Mozilla’s iconsfor retention periods
andthird-party datasharingand use[81]. Someonly servespe-
ci ¢ applicationdomains suchassocialmedia[55, weblinks [62,
or webcamg 28 97, while otherscanapply acrosscontexts[50.
Iconsarealsocommonlyusedassecurityindicators(e.g.alockin
a browser’'sURLbar that indicatesHT TPS[37]). However,prior
work hasfound that userstendto ignore or misunderstandhese
indicators[41, 72 10§. Fewerprivacyiconsaredesignedo convey
privacy choice consentor opt-outs.The StanfordLegalDesignLab
hasproposedcons[11] that could potentially indicate privacy
choicesput they havenot beenempirically evaluatedWhile the
DataProtectionlcon Set(DaP1S]103 hasbeenuser-testedit is
speci ¢ to GDPR consumer privacy rights.
Iconshaveseveraladvantageshat canaddresghe limitations
of traditional privacy notices.lconscanvisually communicatdan-
formation conciselywhile circumventinglanguageand cultural
barriers[7§. Iconscanbeusefulinformation markerssincethey
areeasyto recognizg 12 51]. Whenplacednextto lengthy privacy
statementsjconscanenhancereadability by helping usersnavi-
gatethetext[103. In areview of iconographyguidelinesB hler et
al.[12 summarizedorinciplesfor e ective icons they shouldbe
basedon users’knowledgeandneedsutilize well-known concepts,
and closelymimic real-world objects.However,designingcompre-
hensibleiconsis challenginglconsalonesometimegperformworse
than text-only or icon-text interfacesin assistinglearning[123.
Fischer-H bneret al. [3§ thereforearguethat icons shouldbe
usedalongsidetext to illustrate datapracticesin privacy policies
andaid usercomprehensionBeyondan icon’scomprehensibility,
the focusof our study, discoverabilityis another challenge For
instancethe size position, state,andcolor all impactedhow visible
the AdChoices icon was to users on a mobile device [42].
Privacyiconsexploredin prior work haveprimarily focusedon
communicatingdatapracticesput few proposedorivacyiconshave
receivedwide adoption.Evenwidely adoptedicons,suchasDAA’s
AdChoices iconare problematic42 78 11§. Not much work has
focusedon using iconsto conveyprivacy choicese ectively to
consumersWe Il this gapby iteratively designingandevaluating
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privacy choiceiconsandassociatedink texts.Complementingrior
researchon iconsfor GDPR-speci auserrights [103, we focuson
conveyingthe presenceof generalprivacy choicesaswell asthe
CCPA-mandated do-not-sell opt-out.

3 STUDY OVERVIEW

BetweenNovember 2018nd February2020we conducteda series
of studiesto iteratively designand evaluatetwo typesof iconsand
associatedink texts:oneindicatingthe presencef genericprivacy
controlson websitesandthe otherindicating choicesrelatedto the
saleof personainformation, asrequiredby the CCPA.Ourresearch
involvedtwo pre-studiegonefocusingon iconsandthe other on
link texts),alarge-scal@nline experimentto evaluateicon-link text
combinationsand afollow-up evaluationof anicon that the O ce
of the California Attorney General(OAG)had proposedbasedcon
our initial ndings.

Icon Pre-Study (Section 4,n = 520 We developedl1privacy
iconsthat centeron three choice-relatedconceptsthe broadidea
of choicethe action of optingout,and choicesregardingthe saleof
personainformation.We iteratively re ned andtestedtheseicons
to identify which to include in our main experiment.Our icon
pre-studysuggestghat a stylizedtoggle switch waspromisingfor
conveyingthe presence ofhoice; thredécons thatincluded dollar
signs,slashesstopsigns,and D cardswere goodcandidatedor
conveying the CCPA do-not-sell opt-out.

Link Text Pre-Study (Section 5,n = 540 We tested16textual
descriptionspr link texts,to accompanyheiconswe developedWwe
analyzedchow eachlink text, whendisplayedalone wasinterpreted
by participants;andidenti ed threelink texts( Privacy Options,
Privacy Choices,and Personallnfo Choices )with mostly cor-
rectinterpretations.The two CCPAIlink texts ( Do Not SellMy
Personal Information and Dd\ot Sell My Info ) e ectively indi-
catedchoicesrelatedto the saleof personalinformation, but did
not generalize to broader privacy-related choices.

Icon-Text Combinations Evaluation (Section 6,n = 1;468
We conducteda large-scalenearly full-factorial online experiment
to evaluatehow well 23 combinationsof iconsandlink texts,se-
lectedfrom our pre-studiescommunicatedhe presenceof privacy
choicesand do-not-sellchoicesWe showedparticipantsoneicon-
text combinationon a screenshobf a ctitious online shoeretailer
webpage, mimicking how users may see such privabgice indi-
catorsin the realworld. A blue stylizedtoggleicon pairedwith the
link text Privacy Options bestconveyed theresenceof privacy
choicesThetwo CCPAlink textse ectively conveyedhe presence
of do-not-sell opt-outs when paired with most icons.

OAG Icon Evaluation (Section7,n = 421) After we sharedour
resultswith the OAG,they proposedanicon for the CCPA'sdo-not-
sell opt-out, which wassimilar to our stylizedtoggleicon but with
notabledeviations We conductedafollow-up experimentto explore
theimpactof theicon’stogglestyleandcoloron expectationgor do-
not-sellchoicesComparedo our stylizedtoggleicon, participants
weremuchmorelikely to perceivethe OAG'sproposedcon asa
toggle switch rather than a static icofi.

2In DecembeR020the OAG publishedthe fourth setof modi cations to the CCPA
regulations[97, recommendinghat businessesiseour blue stylizedtoggleicon next
to the CCPAlink text when notifying consumersf their right to opt out of the saleof
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4 |ICON PRE-STUDY

We developedlliconsrelatedto privacy choicesand evaluated
how usersinterpretedthe iconswith andwithout atext descrip-
tion. We foundthat a stylizedtoggleicon e ectively communicated
the concepif choice, but communicating theoncept of privacy
choice wasdi cult without text. While iconswith arrowsto de-
pict removalwere mostly unsuccessfulicon elementsfocusingon
do not and sell couldcommunicatean opt-out for the saleof
personalinformation. However,participantsoften misunderstood
an icon without a text description.

4.1 Icon Development

4.1.1 Iconideation.To explorepotentialicon candidatesye lever-
agedexistingprivacy iconographyto generatethree keyconcepts
in line with our objectivesthe broad concepbf choicethe action
of optingout,anda speci ¢ opt-out relatedto the saleof personal
informationfor the CCPA .We did not attemptto designanicon
that visualizesprivacy sinceprivacy is a broadconceptwith many
interpretations[85. Additionally, we did not testexisting privacy
andsecurityiconssincethey arealreadyknown for representing
other conceptaunrelatedto privacy choices(e.g.lock or shieldfor

HTTPS indicator [37]), or focus on speci ¢ data practices [102].

Tocaptureawide rangeoficonideasembodyingthethreechoice-
relatedconceptawve identi ed, we conducteddesignideationactiv-
ities at our institutions with colleaguesnterestedin privacy and
security researchDuring the activities, participantsdrew ideas
on sticky notesand discussedhemeswith the group. We then
conducteda nity diagramming[7( of the sketchesy grouping
similar ideasandidentifying themesin the visual elementspatrtici-
pantsusedto representhethreeconceptgseerigurel).ln selecting
themesto iterate uponfurther, we eliminatedthosefocusingon pri-
vacymorethan choicedueto our goalof conveyingchoice We also
eliminatedthemesthat seemedoo abstractfrom privacy choice
(e.g.leavingor refusingsomething)or di cult to graphicallyde-
pict (e.g. third parties).Consideringthat webiconsaregenerally
small,we further eliminatedthemesthat would produceunrecog-
nizableiconswhen shrunk down in sizedueto complexity (e.g.,
exchangel/trade-o of datafor money).In the end,weidenti ed ve
themes(seeTablel)that hadthe potentialto representour three
choice-related concepts e ectively.

4.1.2 Refinementvith graphicdesignersNext, we worked with
threegraphicdesignergo developiconsfor the ve themesThe
graphicdesignersvorkedindividually with sketchedgrom our brain-
storming sessions & starting reference, and wencouraged to
producevariantsandalternativedesignssuchasvarying the shape
or sizeof icon elementsThe researchteamjointly reviewedthe
graphicdesignersiwork andselectedL1icon designsascandidates
for user testing in the icon pre-study.

Tablel showsall 11 candidateicons.Threeiconswereintended
to conveythe broadideaof choiceonefeaturedatoggle astan-
dard Ul elementfor turning onor o  settings[5]; andtwo featured
checkboxegtransitioning from a checkedto an uncheckedbox,
or negatinga checkbox)sincecheckboxesrecommonin online

personalinformation. The OAG maintainsa websitethat includesdocumentgelevant
to CCPA rulemaking [93].
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Figure 1: Common themes that emergedin one of the brain-
storming sessions for an icon that conveyed opting-out.

Choice Concept ‘ Icon Themes ‘ Preliminary Icons

o
X

Privacy choice/consent toggle switch Stylized-Toggle

change toggle or checkbox Changed-Choice
choice
I% DoNot-Checked
) . . . Gr'
Opting Out withdrawing something froma Box-Arrow
basket or box
Cf Circle-Arrow
5 Folder-Arrow
Do-Not-Sell Choices | no money/selling @ DoNot-Dollar
stop selling personal info @ Slash-Dollar
e Stop-Dollar
ID-Card
;29 Prole
Existing icons [> DAA Privacy Rights
[>  baaAdchoices

Table 1: Icon themes that emerged in ideation sessionsfor
eachchoice-related concept, and the corresponding icons in-
cluded in our preliminary testing.

forms and consentinterfaces[5]. Threeiconswere intendedto

conveythe actionof optingout,which is analogougo withdrawing

consenttwo hadan arrow comingout of simpleshapedacircle
andabox);andthe third useda le folderto representpersonal
data.Fiveiconswereintendedto conveydo-not-selthoicesthree
useddi erent negationsof a dollar sign to representstoppinga
sale,andtwo further includeda person elementto representper-
sonaldata.To minimize potentially biasinge ects of colorin our

pre-study, wecreatedthe initial versionsof our icons inblackand
white. Additionally, we includedthe DAA's AdChoiceq113 and
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PrivacyRights[117 iconsin our icon pre-studyasa benchmark
for industry practices.

4.2 Preliminary Icon Testing

We conductedaninitial round of usertestingon all 11 candidate
iconsto decide whichto testin subsequent studie$Ve developed
anonline surveyto capturequalitativeand quantitativeresponses
that would helpusidentify feasible@consfor indicatingthe presence
of generic privacy choices and do-not-sell choices.

4.2.1 Studyprotocol.Ourinitial testingsoughtto identify di cult-
to-interpret icons and speci ¢ icon elementsthat help indicate
privacy or do-not-sellchoicesWe implementeda between-subjects
design,in which we showedeachparticipantoneof the icon candi-
datesat randomwithout context.To examinethe impactof placing
alink text nextto the icon (asrequiredby the CCPA) half of the
participants sawthe icon displayedwith the text Do Not Sell My
Personalinformation. We hypothesizedhis text would aid the

comprehension of icons intended to convey do-not-sell choices.

After presentingthe icon,we askedparticipantsto provideopen-
endedresponsesegardingtheir interpretationof the icon andtheir
expectationof what would happenif they clickedonit this was
to capturetheir unprimedimpressionf the icon. Asacomplemen-
tary quantitative datapoint, we next showedparticipantsall icons,
askedthemto selectwhich onewould bestconveythe presencef
privacy choicesanddo-not-sellchoicesespectivelyandexplainthe
rationalebehindtheir selection® We then askedparticipantsabout
their familiarity and expectationgegardingthe DAA's AdChoices
icon [24] to evaluate the recognizabilitgand comprehension of an
alreadywidely deployedprivacy choiceicon. Lastly,we collected
participants’demographidnformation and askedaboutawareness
of aUSlaw that requiredcompaniego providea do notsell option.
Appendix A.1 includes the full set of survey questions.

Forthis andall subsequenstudieswe did not collectpersonal
datafrom participants,and we instructed participantsto avoid
revealingpersonalinformation in their open-endedesponsesThe
Institutional ReviewBoardsat CarnegieMellon University andthe
University of Michigan approved all study protocols.

4.2.2 Recruitmentand sampledemographics/Ve recruited 240
participantsfrom Amazon’sMechanicalTurk (MTurk) to ensure
roughly 20responsepercondition asu cient numberfor captur-
ing avariety of opinionsfor descriptiveanalysis We setthe recruit-
ment lter as US residents over }J&ars old, with @5% or higher
approvalrate. Beforeansweringsurveyquestionsparticipantsre-
vieweda consentform andcon rmed their ageandresidencyeligi-
bility. The averagestudy completiontime was5.25minutes,and
participants were compensated $1.00 (average $11.43/hour).
In line with demographiccharacteristicoof MTurk workers[52,
our sampledor this andthe subsequenstudieswerediversebut not
representativeof the USgeneralpopulation:they skewedyounger,
more male,and more educatedWe summarizeparticipantdemo-
graphicshereonceasthey werefairly uniform acrossall studies,
andprovide detaileddemographicgor eachstudyin AppendixB.
Participantswereresidingin mostUSstates(with 10-20%iving in

3The PrivacyRightsicon wasgreenwhen presentedalonebut black-and-whitewhen
presentedwith othericonsto eliminatethe impactof color on participants’selection.
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California)andsomewhatech-savvy(with 23-48%eportingeduca-
tion or job experiencen computersciencecomputerengineering,
or IT). 3-10%eof participantsreportedawarenes®f a USlaw that
requiredcompaniego providea do not sell option,with relatively
higher percentages in the icon-texbmbinations andDAG toggle
evaluationsjndicating a potentialincreaseof awarenessfter the
CCPAwent into e ect. Oncea participantcompletedone of our
studies,we did not permit themto participatein any subsequent
studies evaluating icons and link texts.

4.2.3 Dataanalysis.We conducteda thematicanalysis[104 of
participants’qualitative responsesOneauthor examineda subset
of the qualitative datato identify commonthemesanddeveloped
aninitial codebookTheteamthen discussedhe initial codebook,
adding and modifying codesas necessaryTo ensurehigh con-
sistencyin coding,two authorscoded20%of all responsesand
additionalresponses#f neededuntil reachingaCohen’s of atleast
0.7 which is consideredsu cient agreemen{4( (average =:81
acrossall questionsy* Most responsesnappedclearly to a code,
andambiguous responseasere discussed bynultiple researchers
beforebeingcoded After we achievechigh inter-coderreliability,
oneresearchecodedthe remainingresponsesWe calculatedde-
scriptive statisticsof codedqualitative databut did not conduct
any hypothesistesting,asour primary objectivefor this pre-study
wasto eliminatefrom further considerationiconsthat appeared
confusingor did not e ectively convey intendecconceptsEleven
responsesvere excludedfrom analysis asthey only includedtext
that did not respondat all to the open-endedjuestionsWe note
the numberof response&xcludedfrom the analysisfor this and
subsequent studies in Appendix B.

4.2.4 Findings.Asshownin Table2,mosticonsdid notleadto their
intendedinterpretationswhen shownalone.Participantsdid not
exhibit aclear preferencéor which icon bestrepresentedyeneric
privacy choices, but most chossash-Dollaias the icon for repre-
senting do-not-sell choices.

A stylized toggle icon best conveyed choice. Amongthe
threeiconsthat wereintendedto conveychoice participantscom-
monly associatecbtylized-Togglevith the notion of choosingor se-
lecting something.Participantsthought of completion (i.e.,mark-
ing somethingascompletedor completeddownloads)yather than
choice,upon seeingDoNot-Checkedhanged-Choiceceiveda
variety of interpretations,suggestinghat it would not work well
for indicating privacy choices either.

Icons for conveying opting out were confusing. Though
two participantsinterpretedBox-Arrowas removing something
(asintended) other participantsinterpretedit di erently. Partici-
pantsmostly interpretedCircle-Arrowassomethingrelatedto mo-
tion, andfocusedon the folder elementrather than the arrow in
Folder-Arrowneither promptedparticipantsto think of opting out.

Dollar signs suggested payment rather than selling. All
iconsintendedfor do-not-sellchoicesconveyeda senseof pay-
mentor money,but not selling.Interpretationsincluded cashor
Americandollarsarenot accepted, somethingis free, something

“Responsew the AdChoicesinterpretationlackedvariations,meaningthat a single
disagreemenbetweencoderswould causea signi cant dropin Cohen’s . Forthis
question,we usedinter-coderpercentageagreemeninsteadto measurenter-coder
reliability and ensured the percentage agreement was at least 75%.
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Name Icon Common Interpr etations (# of Partici-

pants)
Stylized-Toggle

Change-Choice B

accept/decline (4); activate/deactivate (2);
true/false (2); mark as compledg1)

okay/exit options (1); accept/decline (1);
true/false(1); oppositeis true (1); no guesses

@

activate/deactivate (2);markascompletel (2);
completel dowvnloads (2); accept/deline (1)

fq

DoNot-Chekel

Box-Arrow removing something (2); okay/exit options

(2); email or message (1); no guesses (1)

CircleArrow move forward/go (3);emailor messagé€1);no

guesses (2)

FolderArrow folder/ le (4); email or message (3)

PR Q 1

DoNot-Dollar cancelpayment(2);losingmoney (2);low bak
ance (2); money/paying (2); cash/dollarsnot
acceptd (1); somethingis free or requiresno

money (1)

®

Slash-Dollar cash/dollarsot accepte (4); somethingis free

or requires no mong (3); mong/paying (1)

Stop-Dollar money/paying (4); accountbalance(2); some
thing costsmoney (2);somethingis free or re-
quires no mong (1); cash/dollars not accepte

@)

paymentmethad (4); something related to
a person and money (3); something costs
money (2); account balance (1); no guesses (1)

8]

ID-Cad

Pro le money/paying (2); stop spending money (2);

something costs mong(2);

V| &

DAA moreinformation (3);move forward/go (2);play

button (2)

Table 2: Participants’ codedopen-ended responsesto What

doesthis symbol communicate to you? from conditions in

which the icon wasshown without alink text in the icon pre-
liminary testing, along with acode’snumber of occurrences.
Interpretations that align with the icon’s intended meaning
are bolded.

requirespayment, and somethingrelatedto an accountbalance.
Promisingly,three participantsconnected D-Cardwith aperson
and money,which alignswith its intendedpurposeof signaling
do-not-sell choices.

No clear preference for the privacy choices icon. Partici-
pantswere divergentin their opinions of which icon bestrepre-
sentedchoices abouthe use ofpersonal information(seeFigure 2).
Stylized-Toggleasselectednostfrequently,though ID-Card DAA,
and Folder-Arrowwere not far behind.In open-endedesponses,
participantsidenti ed certainicon elementsthat conveyedprivacy
choicesto them,including select/choose(32.3%)money/selling
(21.0%)personalinformation (19.2%)nd stop/do not (16.6%).
The mentioning of money/selling and stop/do not suggests
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® Do not sell my personal information
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Figure 2: Preliminary testing participants’ selections for an
icon that best conveys there’s an option to (1) tell websites
‘do not sell my personal information’ (blue); and (2) make
choices about the use of my personal information (red).

potential priming e ects from the questionthat askedaboutthe
besticon for do-not-sellchoicesor the Do Not SellMy Personal
Information link text when presented.

Slash-Dollar preferred as do-not-sell icon. Participantsex-
hibited a clearpreferenceor which icon bestrepresentedio-not-
sellchoicesas38.9%electedSlash-Dolla(seeFigure2).1n open-
endedresponsesparticipantsmentioned money/selling (48.9%),
stop/do not (46.7%) angersonal information (21.0%) aisnpor-
tant icon elementdor conveyingdo-not-sellchoicesParticipants
preferred stop/do not to berepresentedy acircle with aslash,
rather than an octagonalstop sign or a do-not-entersign, asin-
dicatedby the stark di erence betweenSlash-Dollaand DoNot-
Dollar/Stop-DollarThis suggestghat the octagonshapein Stop-
Dollar maybedi cult to recognizeasastopsignwithout color,and
the do not enter signin DoNot-Dollarwasnot widely recognized,
or was misidenti ed as a minus sign.
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Stylized-Toggle ID-Card Slash-Dollar  Stop-Dollar ~DAA
® O b

Figure 3: Promising icons from preliminary testing in their
re ned versions.

4.3 Re ned Icon Testing

Our preliminary testingsuggeste@omprehensiorissuesvith most
iconshut surfacedsomepromisingcandidatesln selectingicons
for further testing, we included Stylized-Toggland ID-Card as
candidategor privacychoicestheformerappearedo communicate
choice well, andthe latter wasrankedhighly by participantsin
preliminary testing.For do-not-sellicon candidateswe included
Slash-Dolladueto participants’ preferencesand Stop-Dollarto
explore whethercolor would increase recognitioof the stopsign.
We evaluatede ned versionsof the four iconsmentionedabove
andthe DAA’s Privacy Rightsicon (seeFigure 3) to further nar-
row down icon selectiongor the larger-scalécon-text evaluation.
Speci cally,we coloredthe stopsignandslashredin ID-Card,Stop-
Dollar,and Slash-Dollarand madethe dollar signin Slash-Dollar
more readableWe coloredStylized-Togglblue aneutral color
that does not convey a particular state, unlike green or red.

4.3.1 Studyprotocol.We followed the sameprotocolasbeforeto

evaluatethe ve icons.To mitigate a potential priming e ect, we

randomizedhe orderof the besticon questionsfor privacy/do-
not-sell choices.We recruited 280 participants (roughly 28 per

condition)to detecta mediume ect size(.3)[15 with atleast80%
power for our plannedstatisticalanalysisWe aimedfor a medium

e ect sizedueto the study’sexploratorynatureandto savethe bud-
getfor oversamplingn the icon-textevaluation.The averagestudy

completiontime was4.50minutes,and eachparticipantreceived
$1.00 (average $13.30/hour).

4.3.2 Dataanalysis.We followedthe samequalitative dataanal-
ysis approachasbefore( =:79).Additionally, we collaboratively
categorizedhe codesusedto analyzeopen-endedesponsedo

What doesthis symbolcommunicateto you? ascorrector in-
correctinterpretationsregardingthe icon’sintendedpurpose We
then usedthesebinary labelsasthe dependentvariable of Chi-
squaredests(or Fisher'sexacttestswhen applicable}o determine
whetherthe overalldi erence in study conditionswere statistically
signi cant. Follow-up pairwise comparisonsvere adjustedwith

Holm-Bonferroni corrections.

4.3.3 Findings.ParticipantsinterpretedStylized-Togglasanindi-
catorof someform of choice,andpreferredit overother candidates
for conveyinggeneric privacychoices. Consistenwith the prelimi-
nary testing,participantspreferredSlash-Dollafor communicating
do-not-sellchoicesThe CCPAIink text’s presencenadepartici-
pants more likely to expect an icon to lead to do-not-sell choices.
Stylized-Toggle was interpreted as intended. Table 3 pro-
videscommoninterpretationsof eachicon when displayedwith-
out the CCPAIink text. A Fisher'sexacttest showedsigni cant
di erences betweenicons,when presentedalone,in generating
correctinterpretationsthat align with the icon’sintendedmeaning
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Name Ico

=]

Common Interpretations (# of Participants)

2l

ID-Card something costenoney (9); sendingnoney to some-
one(5);money/paying(5);something related to a
person and money (3);accountbalance(3); price

related(2) ; paymentmethodsacceptedy website(2)

Slash-Dollar something is free or requires no money (12);
cash/dollarsnot accepted6); money/paying(4);sell-

ing is not allowed (1)

Stop-Dollar money/paying(10);stop spendingmoney(5);some-
thing costsmoney (4);price related(3);sale/discount

(3); no guesses (3)

Stylized-Toggle accept/decline something (11); acti-
vate/deactivate something (4); true/false (4);

okay/exit options (3)

v § o ®

DAA more information (11); play button (7); move for-

ward/go (3); ad related (2)

Table 3: Participants’ coded open-ended responsesto What
doesthis symbol communicate to you? from conditions in
which we showed the icon without alink text in the re ned
icons study, along with a code’snumber of occurrences. In-
terpretations that align with the icon’s intended meaning
are bolded.

(p <:001V = :58).Pairwisecomparisongoundthat Stylized-Toggle
wasmorelikely to beinterpretedcorrectly comparedo othericons

(allp < :001). Open-ended responses suggested that Stylized-Toggle

wasprimarily interpretedasan optionto accept/decline or acti-
vate/deactivatesomethingIn contrast the interpretationsof other
iconsoften misalignedwith their intendedmeaningsThe DAA's
PrivacyRightsicon conveyedan optionto get moreinformation
but did not suggest choiceor opt-out. Commoninterpretationsof
Slash-Dollawere somethingis free or doesnot requiremoney or
cashor Americandollarswere not accepted.ID-Cardwasmostly
interpretedas somethingcostsmoney. Stop-Dollawassimilarly
associated with money, but not selling.

Clear icon preference for privacy choices and do-not-sell
choices. As shownin Figure 4, when the icons were colorized,
participants exhibited a&lear preference for Stylized-Togdterep-
resentchoicesaboutthe useof personalinformation. 16.8%f par-
ticipantsexplicitly statedthat atoggle with acheckmarkandan
Xinit nicely conveyedthoice.Similar tothe preliminary testing,
Slash-Dollawasselectednostfrequentlyastheiconfor conveying
do-not-sell choices; ID-Cancinked second (see Figure 4).

CCPAlink text led to expectations of do-not-sell choices.
A Chi-squaredest showedthat participantswho sawthe CCPA
link text weresigni cantly morelikely to interpret the icon asits
intendedmeaning(p < :001, = :38).0f the 139participantswho
sawaniconwith the CCPAlink text, 43.2%60)expectedsomeform
of choiceto stopwebsitesfrom selling theirpersonalinformation.
13.7% (19xpected theability to con gure the typesof personal
information they couldpreventfrom beingsoldor entitiesto which
information is sold.31.7%44)expectecheingimmediatelyopted
out of the saleof personalinformation after clicking. Therewas
no signi cant di erence betweeniconsin creatingany of these
expectationssuggestinghat the link text impactedparticipants’
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# Do not sell my personal information ® Choices about the use of personal information

0% 10% 20% 30% 40% 50%
% of Participants

Figure 4: Re ned testing participants’ selections for an icon
that best conveys that there’'s an option to tell websites
‘do not sell my personal information’ (blue); and make
choices about the use of my personal information (red).

expectationgather than the icon. Notably,the CCPAIlink text's
presencealdid not eliminate misconceptionssuchas expectinga
di erent type of privacy choice(e.g.0pting out of datacollection
on the website)or interpreting the link text asa warning not to
give out their personal information to websites.

DAA’'s AdChoices icon still mostly unknown. Eventhough
the DAA launchedits AdChoicesicon in 2010,0only 40 (14.3%)
participantsrecalledseeingthis icon before.The mostcommon
expectationof the AdChoicescon wasthat it providedmoreinfor-
mation aboutsomethingasindicatedby 152(54.3%participants.
Only six participantsexpectedt would leadthemto choicesre-
latedto targetedadvertising.Our resultscon rm Leonetal’s2011
ndings that thereis little recognition of the AdChoicesicon [7]]

time andwidespreadadoptiondoesnot seemto haveincreased
consumer awareness of this icon.

5 LINKTEXT PRE-STUDY

Wedevelopednditeratively evaluatedotentiallink textsto accom-
panyour iconsandaid comprehension.Privacy Choices emerged
asthe bestcandidatefor conveyinggenericprivacy controlswith
few misconceptionscloselyfollowed by Privacy Options. The
CCPAIink text variantsperformedwell in conveyingdo-not-sell
opt-outs but did not generalize to other types of privacy controls.

5.1 Link Text Development

We generatedink text candidatesy identifying words or phrases
correspondingo the three icon conceptswe focusedon (choice,
opting-outanddo-not-se)l. During our ideation,we observedhat
link texts could follow a pattern of two componentsa privacy-
focusedpre x and,optionally, a choice-focusedu x. We wanted
to explorewhetherthe generalpre x privacy or the morespecic
pre x personalinfo would moreclearlyconveythetype of choices.
Forthe su x, we hypothesizedhat the broadterms choices and
options would createdi erent expectationcomparedo opt-out,
a more speci c type of choice.We alsoincludedthe two CCPA
do-not-sellopt-out texts[8§ andtheir variants including anab-
breviatedversion( Don’t SellMy Info ), andversionsemphasizing
choicerather than information (e.g., Do-Not-SellChoices ) to
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Do Not Sell My Personal Information
Do Not Sell My Info

Don't Sell My Info

Do Not Self

Don't SelY

Do-Not-Sell Choices

Privacy Options

Privacy Opt-Outs

Privacy Choices

Personal Info Choices
Personal Info Options
Personal Info Opt-Outs
Do-Not-Sell Options Do Not Sell My Info Choicées
Do-Not-Sell Opt-Out$ Do Not Sell My Info Option$

Y Preliminary link text testing only
Z Re ned link text testing only

Table 4: Link texts tested in the link text pre-study.

control for confoundsand explore potential alternativesto the
CCPA link texts.

Ourinitial setincluded14link textsrevolving aroundsix words
or phrasespersonalinfo/privacy/do-not-sellfor the pre x, and
choices/options/opt-out$or the su x. After preliminary testing,
we eliminatedfour with poor comprehensiorand addedtwo for
further testing.Table4 showsthe full setof link textswe evaluated.

5.2 Preliminary Link Text Testing

Wetestedtheinitial link text setusingasimilar protocolastheicon

pre-study.Basedon the ndings, we eliminatedfour candidates
from subsequentestingandaddediwo morevariantsof the CCPA
link texts.

5.2.1 Studyprotocol.We showedeachparticipantoneof the 14
candidatdink textsat random,styledasa hypertextlink but non-
clickable without anicon or other context.We askedparticipantsto
describeheir expectation®f what would happenif they clickedon
the link andinterpretationsof speci ¢ text componentsThen,we
presenteckight scenariogonstructedfrom open-endedesponses
from the icon pre-studyand askedparticipantsto rate the likeli-
hoodthat clicking on the link would leadto eachscenario.Two
scenariogvereaccurateexpectationgelatedto privacy noticesand
choicesthreewereaccurateexpectationselatedto do-not-sell,and
threeweremisconceptiongseeQ3in AppendixA.2).Lastly,partici-
pantswereaskeddemographiguestionsandabouttheir familiarity
with the CCPA. We recruited 140 participants on MTurk (roughly
ten responsegper condition) to havea diversesetof qualitative
responsesor descriptiveanalysis.The averagestudy completion
time was4.20minutes,andeachparticipantreceived$1.00average
$14.29/hour).

5.2.2 Dataanalysis.We codedparticipants’open-endedesponses
usingthe samethematicanalysisapproachasin the icon pre-study
( =:89).The codeddatawas usedfor descriptiveanalysisonly,
asour primary goalwasto identify link textswith high ratesof
misconceptions and eliminate them from further consideration.

5.2.3 Findings.Our preliminary testingof link textssuggested
greaterin uence of the pre x, ratherthanthe su x, onexpecta-
tions of what happensafter clicking thelink. Personalinformation
wasunderstoodaspersonally-identi ableinformation, andits ab-
sence led to misconceptions about the word sell.
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Personal information  was primarily interpreted asPlII
(personally identi able information). Whenaskedto interpret
the phrase personalinformation, personalinfo, or info, 33
of the 57 participants(57.9%)vho sawa correspondindink text
listed examplef PIl, suchasnameandbirthday. 11 participants
interpretedthe phraseasdemographidanformation, suchasageor
genderNine participantsthoughtit referredto their IP addressor
location,and anothernine believedit referredto cookiesor past
activities on the website or elsewhere.

Sell onits own was often misunderstood. Without an ex-
plicit referenceto personalinformation, participantsstruggledto
identify the subjectto which sell referred. Amonghe 45 partici-
pantswho saw oneof the do not sell variantswithout personal
information or my info, 18(40.0%dhoughtthe salereferredto
aphysicalproduct. Fourthought the salewasrelatedto stocksor
money,and ve did not know what the saleis about.Giventhat
participantssaw the link text with no further context, it is not
surprising that such misconceptions occurred.

5.3 Re ned Link Text Testing

Our preliminary testingshowedthat link textscontainingthe word
sell without info did not convey privacychoices ordo-not-sell
choiceswell. Therefore,we eliminatedfour correspondinglink
textsfrom further testingbut retained Do-Not-SellOptions, which
conveyeda control/choicerelatedto personalinformation about
asfrequentlyas Privacy Opt-Outs and Personallnfo Options.
We addedtwo new link texts( Do Not SellMy Info Choices and
Do Not SellMy Info Options ) to asses$iow addingchoice-related
su xes would a ect the interpretation of the CCPA-mandated
link texts.We did not test Do Not SellMy Info Opt-Outs, asour
preliminary testing suggestedopt-outs might be lessintuitive
than choices or options.

5.3.1 StudyProtocol.We recruited 400 additional participants,
roughly 33per condition,to detecta mediume ect size(.3)with at
least 80% power favur planned statistical analysis comparing ex-
pectationsgeneratedy the candidatdink texts.The averagestudy
completiontime was4.1minutes,and participantswere compen-
sated$1.00(averagebl4.63/hour)Sincewe usedthe sameprotocol
and surveyinstrument,we aggregategbarticipant responsewith
those collected from the preliminary testing for the analysis.

5.3.2 DataAnalysis.We followed the samequalitative dataanaly-
sisapproachasin previousstudiesitwo authorscoded20%of the
data( =:81)andoneauthorcodedthe remainder.Forthis andthe
following studies,we structuredthe codebookhierarchically by
grouping codesinto four categorieghigh-levelcodes¥or category-
level analysis.Speci cally, we labeled yes or no for whether
a codeconveyed(1) the conceptof choice;(2) the ability to opt
out of the saleof personalinformation; (3) the conceptof privacy
broadly; and (4) misconception$. Three authors completedthe
mappingfor all codestogetherand resolvedany disagreements.
We then usedthe valuesof thesecategorizationsasthe dependent
variablesin Pearsorchi-squareor Fisher’'sexacttests,with link

SForexamplethe responselt would give you the option to not haveyour personal
information given, shared,or soldto someoneelse wascodedas choices:do not
sell. Forhigh-levelcategoriesthe codewaslabeledas yes for conveyingchoiceand
do-not-sell, and no for conveying privacy or a misconception.
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B Expectations of some form of choices or controls B Expectations of some form of do-not-sell options
Expectations related to privacy (beyond do-not-sell) B Expectations conveying a misconception
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Figure 5: Distribution of expectations in responseto What
do you think would happen if you clicked on this [link]? in
our link text pre-study.

text conditionsasthe independentvariable.Pairwisecomparisons
were Holm-Bonferroni corrected.

5.3.3 Findings.As seenin Figure5, participants’expectationssig-
ni cantly variedacrosdink texts. Privacy Choices createdthe
leastmisconceptionsThe CCPAIlink textsandtheir variantssuc-
cessfully led to expectations of do-not-sell choices.

Link text sux did not impact expectations of choices.
47.9%f participantsexpectedo seesomeform of choicesincluding
thoserelatedto privacy anddo-not-sell.As seenin Figure5, there
wasasigni cant overalldi erence betweenconditions(p < :001,
V = :27).Pairwisecomparisongevealedhat the only signi cant
di erence wasbetween Privacy Options and Do-Not-SellOp-
tions (p = :04);67.6%nd25.0%f participantsin thoseconditions
expresse@xpectationof choicesrespectivelyThe choice-related
su xes (i.e., choices, options, or opt-outs ) did not appearto im-
pactparticipantexpectation®f choicesgiventhe smalldi erences
between link texts with the same privacy-related pre x.

CCPAlink text variants led to expectations of do-not-sell
choices but did not generalize. As seenin Figure5, therewas
a signi cant di erence betweenconditionsin generatingexpec-
tations of do-not-sellchoices(p < :001,V = :34),or something
more broadly relatedto privacy (p < :001,V = :42).Link texts
beginningwith Do Not Sell mostoften led to expectationsof
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do-not-sellchoiceswith Do Not SellMy Info Choices perform-
ing signi cantly betterthan Personalinfo Options (p = :005),
Privacy Options (p = :008),and Privacy Choices (p = :04)in
this regard.35.0%f participantswho saw Do Not SellMy Info
Choices expectedio-not-sellchoiceswhereasmo participantswho
saw Personallnfo Options or Privacy Options expressedhe
sameexpectation.However, link texts beginningwith Do Not
Sell did not e ectively conveybroaderprivacy-relatedinforma-
tion or options. Privacy Options, Privacy Choices,and Privacy
Opt-Outs wereall signi cantly betterthan Do-Not-SellOptions
(allp < :001), Do Not SellMy Info Choices (:0003< p < :012),
Don't SellMy Info (:001< p < :04),and Do Not SellMy Info
(:002< p < :05)for this purpose 67.1%f participantswho sawa
Privacy pre xed link text describeda privacy-relatedexpectation,
compared to 21.4% who saw a Do Not Sell pre xed link text.

Privacy Choices generated the least misconceptions. As
seenin Figure5, the distribution of misconceptionsvere not even
acrossconditions(p < :001V = :39).Pairwisecomparisonge-
vealedthat Privacy Choices createdsigni cantly fewermiscon-
ceptionsthan ‘Do Not SellMy Info (p = :04).Among the 63
participantswho sawoneof the link textsbeginningwith Do Not
Sell, somethought the link would leadto phishing/malwarerisks
(16),investmentadvice(8),the site’spolicy on sellingitems(8),and
ads for privacy products or other services (6).

Somelink texts might apply to both privacy choices and
do-not-sell choices. In examiningparticipants’Likert responses
to the prede nedscenarios,ve link textswereratedas de nitely
or probably likely to leadto choicesabouthow personalinfor-
mation is usedand sharedby overthree quartersof participants.
Amongthem, Personalinfo Choices, Privacy Opt-Outs, Do Not
SellMy info Options, and Privacy Options werealsoamongthe
top ve link textsratedas de nitely or probably likely to lead
to the scenariodescribingchoicesaboutthe saleof personalinfor-
mation. This suggestghat thesefour link textshadthe potential
to conveyboth genericprivacy choicesand do-not-sellchoices
relatively well.

6 ICON-TEXT COMBINATIONS EVALUATION

Our pre-studiessuggested needfor combiningiconswith link
texts,consistenwith prior researctandrecommendation§38 123.
Iconsalonedonot necessarilgranslateto correctexpectationgven
with a certain degreeof familiarity [58 103, asre ected by our
ndings on the DAA’'s AdChoicescon. Similarly, link text alone
might not stand out. Pairing the two together can attract user
attentionandaid comprehensioff51. We conducteda large-scale
evaluationto nd icon-textcombinationgthat accuratelyconvey
privacy choices and do-not-sell choices.

6.1 Method

Foricons,we selectedStylized-Toggland Slash-Dollarsincethey
werethe mostpreferredfor indicating privacy choicesand do-not-
sellchoicesrespectivelyWe alsoincludedDAA's PrivacyRights
icon becauseof its potential for widespreadadoption by DAA

membercompaniesForlink texts,we selectedPrivacy Options

and Privacy Choices sincethey bestgeneratedexpectationsof
choices/controlsind expectationgelatedto privacy (seeFigure5).
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We alsoincludedthe two CCPA-mandatedink textssincethey con-
veyeddo-not-sellchoiceswell. We did not include any variantsof

the CCPAlink textssincethe choice-relatedsu x did notin uence

participantexpectationsAdditionally, we included Personalinfo

Choices sinceLikert responseso prede nedscenariosuggestedt

workedwell to communicateboth do-not-sellchoicesand broader
privacy controls.

6.1.1 Studyprotocol.To measureo what extenticonsand link
textsinteract with eachother in shapingparticipant expectations,
we used a nearly full-factorial experimental design including four
icon conditionsandsix link text conditions(atotal of 23conditions).
Thefour icon conditionswerethe DAA's PrivacyRightsicon, Slash-
Dollar, Stylized-Toggleand no icon. The six link text conditions
were Do Not SellMy Personalnformation, Do Not SellMy Info,
Privacy Choices, Privacy Options, Personalnfo Choices,andno
link text. We excludedthe combinationof no icon andno link text
sinceparticipantswould not seeany information. Our examination
of icon-text combinationavasexploratory even thoughthe pre-
studiesindicatedthat someiconsandlink textsperformbetterthan
others forcertain purposes, interactioa ects might existbetween
theiconandtext, makingit di cult to generatespeci ¢ hypotheses.

We followed a between-subjectdesign,showingeachpartici-
pantanicon-textcombinationat random.While we presentedcons
andlink textswith no contextin the pre-studiesherewe showed
theiconandlink text togetheron a ctitious online shoeretailer
website(seeFigure6)to emulatehow consumersnight encounter
themin the wild. We modi ed the eight scenariodor Likert ques-
tions basedon commonexpectationsuncoveredin the link text
pre-study;two were correctexpectationstwo were semi-correct
expectationsandthe restwere misconceptionsaboutunwanted
outcomeqseeQ3in AppendixA.3).Werecruited1,468MTurk par-
ticipants (roughly 64 per condition) basedon heuristicsthat would
allow usto run plannedregressiong96q. The averagestudy com-
pletion time was4.55minutes,and participantswere compensated
$1.00 (average $13.19/hour).

6.1.2 Dataanalysis.We followed the samequalitative analysis
approachasin thelink text pre-study( =:83)beforeusingthe data
for quanti cation.® We coded participants’ responses about expec-
tations to identify commonthemes then categorizedndividual
codeshasedon whetherthey conveythe ideaof choice,do-not-sell
choicesprivacy broadly,or misconceptionsWe then ran logistic
regressionsisingthesehigh-levelcodecategoriesasthe dependent
variable the icon-textcombinationcondition asthe main indepen-
dentvariable,andparticipantdemographicgscontrolindependent
variables.We ran additional logistic regressionswith the same
independentvariableson a binary variablethat representegartici-
pants’expectedikelihood of eachprede nedscenario’ We applied
Holm-Bonferronicorrectionsto p-valuesin all regressionsince
we conductedmultiple testswithout preplannedhypotheseq4].
Detailedregressiorresultsare providedin Tables6 and7 aspart of
Appendix C.1.

5Therewaslittle diversity in responseso the questionregardingthe meaningof sell
in thelink text. Thus,we usedpercentagegreementatherthan Cohen’s to measure
inter-coder reliability and ensured the percentage agreement was at least 75%.
7 De nitely and probably werecodedas expected (expectingthe scenariovould
happen) and the other answer options were coded as unexpected.
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Footwear
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ABOUT FOOTWEAR

CUSTOMER CARE INFORMATION

We believe your footwear should be as unique as  CONTACT ABOUTUS

you. Each shoe we carry has been hand-crafted RETURNS/EXCHANGES DELIVERY INFORMATION
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Figure 6: Icon and link text presented on a ctitious on-
line shoeretailer webpageusedin the icon-text combination
evaluation. The icon and link text were highlighted with an
orange rectangle to attract participants’ attention. Shown is
the condition combining Stylized-Toggle (icon) and Privacy
Options (link text).

6.2 Findings

We found signi cant di erencesbetweenicon-textconditionsin
creating expectationsof privacy choicesor do-not-sellchoices;
link textsimpactedparticipant expectationamore than iconsin
this regard.Furthermore, Slash-Dollaand Personal InfoChoices

generated more misconceptions than the other icons or link texts.

Conveying privacy choices. Regressionsf participants’cate-
gorizedopen-endedxpectationgTable6 in AppendixC.1)com-
paredhow well di erent icon-textcombinationsconveyedhe con-
ceptsof choice(e.g., My choiceswould pop up on the screen)
andprivacy (e.g., It will enablea moreprivate experience )Com-
paredto Toggle-Privacpptionsasthe baselinecombinationsin-
cluding the Privacy Options or Privacy Choices link text, as
well asStylized-Togglby itself, performed similarlyin generating
privacy-relatedexpectationsparticipantsin all other combinations
weresigni cantly lesslikely to expectsomethingrelatedto privacy
(:005< OR< :13,all p < :001).Furthermore participantswere
signi cantly lesslikely to expectsomeform of choicewhen seeing
the link text Personallnfo Choices without Stylized-Togglear
DAA/Dollar without an accompanyindink text (:03< OR< :27,
:001< p <:03).

Figure7ashowsparticipants’Likert responseso the genericpri-
vacy choicescenarioOverall, Toggle-Privacpptionswasthe best
candidate for conveying choices abobbw personal information
is usedor shared :93.4%f participantswho sawthis combina-
tion thought they would de nitely or probablybeledto privacy
choicesRegressionsf Likert responsegTable7 in AppendixC.1)
further showed thatparticipantswere signi cantly morelikely to
expectprivacy choiceswhen seeingToggle-Privac@ptionscom-
paredto Toggle-DdNot SellMy Personalnformation,Slash-Dollar
icon alone,andDAA iconalone(:03< OR< :17,:001< p < :009).
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(b) “It [the symbol/phrase] will take me to a page with choices about
the sale of my personal information.”

Figure 7: Distribution of Likert responsesacrossconditions
in icon-text combinations evaluation.

However,the di erencesbetweenToggle-Privac@ptionsand other
conditionswith Privacy Options asthe link text were minimal
and not signi cant in regressionsMost combinationsinvolving
the PrivacyOptions and Privacy Choices linktexts e ectively
conveyed privacy choices.

Conveying do-not-sell choices. Regressionsf participants’
categorizedpen-endedexpectationsndicatedthat the two CCPA-
mandatedink texts signi cantly outperformedother link texts in
creatingthe expectationof do-not-sellchoices(e.g., ltwould let
you opt out of themsellingyour information ). Relativeto Do Not
SellMy Personalnformation with noicon,all conditionswith the
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link texts Privacy Options, Personalinfo Choices,and Privacy
Choices performedsigni cantly worsein generatingexpectations
of do-not-sellchoices(:01 < OR < :13,all p <= :001).There
wereno signi cant di erencesbetween Do Not SellMy Personal
Information or Do Not Sell My Info in this regard.
Figure7bshowsparticipants’Likert responseso the do-not-sell
choicesscenarioThethree conditionswith the highestpercentage
of de nitely/probably responsesll includedone of the CCPAlink
texts:Nolcon-DaNot SellMy Info (82.1%)DAA-DoNot SellMy Info

(70.5%)xnd NoIcon-DoNot SellMy Personalnformation(67.8%).

Regressionen Likert response$urther showedthat Nolcon-Da\ot
SellMy Persondinformationperformedsigni cantly betterthanthe
DAA (OR= :06,p < :001)and Slash-Dollaiconsalone(OR= :28,
p = :04)in conveyingdo-not-sellchoicessuggestinge ectiveness
of the CCPA link texts in this regard.

Stylized-Toggle was occasionally perceived as an actual
control button. While Toggle-Privac@ptionsconveyedprivacy
choiceswell and the two CCPAmandatedlink texts conveyed
do-not-sell choices well, putting Stylized-Togglext to the CCPA
link textsled toan unintendedconsequence. 40.Q@8fparticipants
who sawToggle-DdNot SellMy Personalnformationexpectedhat
clicking on themwould de nitely or probably give the website
permissionto sellmy personalinformation. Stylized-Togglsigni -
cantly increased thdikelihood of this misconceptiotompared to
noicon (OR= 5:25,p = :02)when combinedwith the Do Not Sell
My Personalnformation link text. This suggestghat participants
might perceiveStylized-Togglasan actualcontrol switch for the
saleof one’spersonalinformation on the websitewhen the icon
wasnext to the CCPAlink texts.However,we did not observea
similar patternin participants’open-endecexpectations this
expectationonly emergedvhen we explicitly askedparticipants
whetherclicking the icon would give the websitepermissionto sell
their personal information, indicating a potential priming e ect.

Misconceptions with Slash-Dollar icon and Personal
Info Choices. Regression®f participants’ categorizedopen-
endedexpectationgevealedhat Slash-Dollawithout alink text
signi cantly increasedhe likelihood of misconceptiongelative
to Toggle-Privacpptions(OR= 67:2,p < :001).Amongthe 371
participantswho sawSlash-Dollar33(8.9%gxpresse@xpectations
of paymentoptions, particularly relatedto secureor encrypted
payment(e.g., It would presentyour rights to pay through secure
links ). These ndings indicate that the Slash-Dollaiicon, even
when pairedwith a link text, might be toosuggestive opayment,
transactionor other nancial conceptghat donot concernpersonal
information.

Also relativeto Toggle-Privacpptionsall conditionswith Per-
sonallnfo Choices increasedthe likelihood of misconceptions
(129 < OR< 181,:005< p < :04).0nly 42.0%f participants
who saw Personallinfo Choices accuratelyinterpretedchoicesas
controlsrelatedto the collection,processingand sharingof their
personaldataor broaderprivacy choices,comparedio 66.5%0f
thosewho saw Privacy Choices. Misinterpretationsof choices
most frequently included pro le settingsrelatedto purchasing
shoeg(16.7%¢.g., Probablyit would let you input your shoesize,
height,favorite styles,etc.for amorecustomizedook ). Other mis-
conceptionsncludedthat the link would leadto choicesaboutshoe
styles orsizes availablen the websitg(13.1%) and choiceslated
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Stylized-Toggle CalAG-Toggle CalAGX-Toggle iOS switch button (on/off)

@

Figure 8: Our stylized toggle, OAG’s proposed opt-out button,
its variant, and the iOS switch button.

to paymentmethods(1.6%)Theremainingparticipantswereeither
not sureaboutor did not specifythe typesof choiceshey expected.

7 OAG ICON EVALUATION

In February2020the California Attorney General'so ce (OAG)
releasedhe rst setof modi cations to the CCPAregulations[91]
after we had sharedour resultswith them. The proposedmodi ca-
tions includedan opt-outicon (CalAG-Togglethat was similar, but
not identical to our Stylized-Toggleon (see Figure 8).

Our icon-textcombinationsevaluationsuggestedhat Stylized-
Togglemight occasionallybe perceivedasan actualcontrol switch
rather than an icon when pairedwith the CCPA-mandatedink
texts.We were concernedhat CalAG-Togglevould makethis mis-
conceptionevenmorelikely for two reasonsFirst, CalAG-Toggle
closelyresembledhe toggleswitch in iOS(seeFigure8).By con-
trast, Stylized-Togglaseda checkmarkand X to visually convey
the availability of optionsanda dividing line to di erentiate it from
arealtogglecontrol. SecondCalAG-Toggl®eingin red createda
potentially confusingdoublenegativewhen pairedwith Do No
SellMy Personalnformation. Onecouldinterpretit aseither my
datais currently beingsold (becauseed indicatesthe setting Do
Not SellMy Personalnformation beingo ), or my datais cur-
rently not beingsold (becauseed indicatesthe saleof personal
information is prohibited).In contrast,Stylized-Togglasedblue,
a neutral color that doesnot conveya particular state.\We con-
ducteda follow-up studyto examinewhetherthe style andcolor
of CalAG-Togglenight diminish iconcomprehension comparett
Stylized-Toggle.

7.1 Method

We usedthe methodalreadyemployedin our icon-textcombina-
tions evaluation to test the OAG's proposed icon.

7.1.1 Studyprotocol. To understandio what extenticon style and
colorjointly shapeparticipantinterpretations,we implementeda
full factorial designthat includedtwo color conditions(red,blue)
and three style conditions (six conditions total). In addition to
Stylized-Togglend CalAG-Togglewe createda third style con-
dition, CalAGX-ToggléseeFigure8),which seekgo improvethe
visual aestheticof CalAG-Toggldy enlargingthe X to makeit
visually equivalent to the circle.

As before,we useda between-subjectdesign,showingpartic-
ipants one of the six iconsat randomnextto Do Not SellMy
Personalnformation ona ctitious online shoeretailer website.
In additionto their open-endedxpectationsye askedparticipants
aboutthe likelihood of eight scenariosoccurringon a Likert scale.
In orderto understandvhetherparticipantsviewedthe toggleasan
actualcontrol switch, we includedtwo misconceptiorscenariosof
immediatesettingschangegseeQ3in AppendixA.4).We recruited
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Figure 9: Common expectations of what would happen after
clicking basedon open-ended responsesin conditions with

Stylized-Toggle (n = 137), CalAG-Toggle (n = 134 and CalAGX-
Toggle (n = 132).

421MTurk participants(roughly 70 per condition) for this study
basedon heuristicsfor running our plannedregressiong9€. The
averagestudy completiontime was4.6minutes,and participants
were compensated $1.00 (average $13.04/hour).

7.1.2 Dataanalysis.We usedthe sameapproachemployedin our
previousstudiesto analyzequalitativedata( =:90).Additionally,
we groupedcodesinto high-levelcategoriesasto whetherthe code
conveyed(1)any misconceptions of2)the icon wasperceivedas
an actualcontrol switch. We then ran logistic regression®n these
codedexpectationsaandLikert responsegconvertedinto abinary
variable)to scenariosWe treatedthe interactionterm [17] between
iconcolorandstyleasthe keyindependentariable andparticipant
demographicssthe control independentvariablest Detailedre-
gressionresultsareprovidedin Tables8 and9 of AppendixC.2.We
did not applycorrections top-values since we raa small number
(2) of regressionsvith preplannedhypothesedi.e.,Stylized-Toggle
would perform better than CalAG/CalAGX-Togol¢4].

7.2 Findings

We found that Stylized-Togglbetterconveyeddo-not-sellchoices
than the OAG’sproposedopt-outicon andits variant with fewer
toggle-relatedmisconceptionsTheicon’s color (red or blue)did
not signi cantly alter participant expectations in most cases.
Stylized-Toggle better created expectations of do-not-sell

choices. Figure9 showsexpectationf what would happenafter
clicking anicon. The mostfrequentexpectationregardingStylized-
Toggle29,21.2%)vasto bedirectedto a pagewith choicesabout
the saleof personalinformation, a correctanddesiredinterpreta-
tion accordingto the CCPA[89. This expectationhowever,was

8Following statisticalanalysisguidelines[103, for any modelin which the interaction
e ect betweenstyle and color wasnot signi cant, we comparedts performancewith

anothermodelwithout the interaction term (i.e.,style and color was examinedin

isolation asmain e ects). If the interaction model provideda muchbetter t to
the datathan the main e ect only model, we report resultsfrom the rst model;
otherwise, we report results from the latter model.
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mentionedmuchlessoftenin conditionsinvolving CalAG-Toggle
(16,11.9%and CalAGX-Toggl€10,7.6%)Thesigni cant di erences
werecon rmed by regression®n Likert responseso the do-not-
sellchoicesscenariojn which participantswho sawStylized-Toggle
weresigni cantly morelikely to expectit will leadmeto apage
wherel canchoosewvhetheror not the websitecansellmy personal
information comparedo CalAG-Toggl¢éOR= :40,p < :001)and
CalAGX-Toggl¢OR= :41,p = :001).

Stylized-Toggle led to fewer toggle-related misconcep-
tions. Regression®n participants’ categorizedopen-endedex-
pectationsrevealedthat CalAG-Togglend CalAGX-Togglevere
signi cantly more likely to generate misconceptionsompared to
Stylized-Toggl€OR = 2:3,0R = 2:4; bothp = :003).Examples
of thesemisconceptionsnclude perceivingthe toggleicon asan
actualswitch, expectinga negativeoutcome(e.g. moretracking),
or believing thatnothing would happen.Speci cally, participants
who sawCalAG-Toggland CalAGX-Togglevere signi cantly more
likely to perceivethe toggleasan actualcontrol switch compared
to Stylized-ToggléOR = 2:4,p = :003;0R = 2:4,p = :004).A
participant quotethat conveyedthis misconceptionis It would
changebetweenred andgreendependingon if | wantedto allow
it.

Asshownin Figure9,the mostfrequentexpectatiorin conditions
involving CalAG-Toggl€38,28.4%) an€alAGX-Togglé30,22.7%)
was that the icon was an actualtoggle switch currently setto
Do Not SellMy Personal Information  clicking would give the
websitepermissionto sellthe user’spersonalinformation, which is
the oppositeof the intended meaningUserswho havethis notion
might avoid clicking the icon or link text for fear of losing their
privacyandthuslosethe opportunity to exercisehe do-not-sellopt-
out. In contrast,only 10(7.3%jparticipantswho sawStylized-Toggle
mentioned this misconception.

Another misconceptiorthat occurredfor all threeicon styles(9,
6.6%or Stylized-Toggle3, 6.0%or CalAG-Togglend12,9.1%or
CalAGX-Togglewasthat the websiteis currently sellingthe user’s
personalinformation, and that clicking the togglewould stopit.
Participantswho held this misconceptionunderstoodthe icon’s
purposebut misinterpretedthe icon’sfunctionality —accordingto
the CCPA[88, the icon shouldtake usersto respectivesettingsbut
is unlikely to resultin immediatechangesRegressionsnthe Likert
responsegor the respectivescenariorevealednteractione ects
betweentogglestyle and color; Stylized-Toggla blue signi cantly
decreasethelikelihood of this misconceptiorcomparedo Stylized-
Togglen red(OR= 2:78,p = :006)andCalAGX-Toggle blue(OR=
2:75,p = :009). Thisnisconception isiot particularly problematic
asit is lesslikely to discourageusersfrom clicking. However,a
privacy choiceicon ideally shouldcommunicateboth its intention
and its function accurately.

8 DISCUSSION

Our ndings provideinsightsinto the designande ectivenessof
iconsandlink text in conveyingprivacy choicesBelowwe discuss
our study’slimitations and outline implicationsfor designpractice
and privacy regulations.
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8.1 Limitations

Our researchhasseverallimitations. First, we recruitedall partic-
ipantsfrom MechanicalTurk, andthey were more educatedand
tech-savvythan the U.S.generalpopulation. Nonethelessprior
work hasshownthat MTurkersare more demographicallydiverse
than studentsampleq10 13 andthat they o er similar responses
to securityandprivacy surveysastraditional participantpools[99.
Secondpur experimentsfocusedon one applicationscenario(a
ctitious online shoeretailer), which might have primed partic-
ipants (e.g.,to associateghe dollar sign with paymentand sell
with shoe discounts). That noted, participants’ responsesdor
bestperformingicons/link texts did not indicatethat the website
contexta ected their interpretations.Third, we measuredhe per-
ceptionand comprehensiorof the icon/text by presentingthem
in a static screenshotye did not measurewhether participants
would noticethe icon/text on their own or how participantswould
interact with the provided choicesasthat was not the focus of
this study? Fourth,we did not investigateaccessibilityissuesor
evaluatethe useof iconswith screenreadersLastly,we did not
directly compareour privacy choiceiconswith iconsfocusingon
di erent privacy-relatedaspectge.g.thosethat seekto visualize
the conceptof privacyitself or speci ¢ datapracticeg 103), which
could be a contribution of future work.

8.2 Design Implications

Icons for privacy choices should be rooted in simple and fa-
miliar concepts. Stylized-Toggleasparticipants’favorite privacy
choiceicon in the pre-study,and performedbestin conveying
privacy choiceswhen pairedwith Privacy Options in theicon-
text combinationsevaluation.Stylized-Toggladoptsa minimalistic
designand conveysthe notion of choiceusingatoggle afa-
miliar and commonUI elementrepresentingthe ability to make
selectiong 5]. Nonethelessthe OAG icon evaluationshowsthe
importanceof an icon taking inspirationsfrom rather than copy-
ing other familiar Ul elementsto conveythe intended concept
without creatingconfusion.Converselythe iconsthat were com-
prehendedboorly andthus excludedafter the icon pre-studyeither

attempted to convey a more abstract concept (e.g., the three icons

that intendedto convey* ‘opt out ) or appearedoo complicated
asthey combinedmultiple conceptqe.g.|D-CardandPro le com-
bined elementsepresenting do not, personal informationand
money/selling ).

Our ndings suggestthat an icon for privacy choicesshould
focuson a simple and familiar concept,like choice,instead of
abstractor complexconceptsFor the samereason,we hypoth-
esizethat a choice-focusedcon would work betterthan anicon
attemptingto convey privacy in indicating privacy choices
future work is neededo validatethis hypothesisaswe did not test
privacy-focusedcons.While prior work hasproposedgraphical
representation®f privacy suchassunglasseskeyholes,ocks,
and cameras users’mental modelsof privacy are diverseand

Swe measuredarticipants’attention to the icon/link text in anotherstudy for the

OAG[19]. Speci cally,we showedparticipantsa websitescreenshoandaskedthem

a questionabouta nearbylink, then removedthe screenshotand askedthem to

describeanyicon/link text they hadnoticedthat would helpthemopt out of the saleof

personalinformation. Lessthan half of the participantscould accuratelyrecall seeing
the icon/link text for do-not-sell opt-outs.
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nuanced 85. Insteadwe optedto highlight the notion of choice
through the icon and usethe word privacy in the accompany-
ing text. As our ndings show,this e ectively clari ed the type of
choice the icon represents.

Icons should be accompanied by link texts. In line with
prior work suggestinghat iconsandtext information shouldap-
pearin conjunction[32 95 103, our ndings showthat link text
hasa signi cant impacton the icon’scomprehensionParticipants
who sawaniconwithout alink text exhibitedmoremisconceptions.
Evenwhen participantscorrectly recognizedhe conceptof choice,
payment,or stopping,they often failed to connectthoseconcepts
to personalinformation without atext description.In our icon-text
combinationsevaluation,conditionswithout link text performed
comparativelyworse.These ndings suggestthe importanceof
placingadescriptivelink text nextto aniconto aid comprehension
andreducemisconceptionsThis doesnot underminethe merits
of icons they still complementandreinforceatext description
with avisualdepiction,which aidsrecognition[51], enablegextual
descriptions to be more conci§88, and conveys concepts across
languagebarriers[103. Any icon shouldcomewith atext descrip-
tion when rst introduced,andonceit hasbeenbroadlyadopted,
further testingis neededo evaluatewhetherthe text description
can be removed.

Usability issues of the AdChoices icon persist despite
wide adoption. Even though thousandsof companieshave
adoptedthe DAA's AdChoicesicon [26, our participantsstrug-
gledto recognizeit or accuratelyinterpretit. In the icon pre-study,
only 14%of participantsrecalledseeingthe icon before,andeven
fewer correctly associated with advertisingchoicesThis nding
echoesprior work conductednearly a decadeago[71, 11§, and
showsthat comprehensiomnf thisiconhasnot improvedmuchsince
then. Coloring the AdChoicediconin green asdoneby DAA's
PrivacyRightsicon did not improve comprehensioreither. Most
participantsthought of more information uponseeingthe low-
ercasei or perceivedhe triangle shapeasan audio/videoplay
button. Iconshavethe potentialto acquirea universalcommunica-
tive power after beingusedover time evenwhen their constitutive
elementsmay not beintuitive, asdemonstratedy the gearicon
for settings[11Q or the three arrow triangle for recycling [60.
However, our ndings suggest that this is not the cagar the two
DAA icons,asour participantsrarely associatedhem with pri-
vacy,do-not-sell,or other typesof choicesRatherthan adoptinga
problematicicon and expectinguserswill understandt overtime,
our ndings demonstratehe importanceof evaluatinginitial icon
designs with user testing to ensure the icon is comprehensible.

Privacy choice indicators are only one component of us-
able privacy choices. Prior work hasshownthat usersstruggle
to nd privacy choiceson websiteq 1, 47, 4§. Our researctseeks
to help users withthis discovery problem. Our proposed icon-text
combinationscould serveas gatewaysleading usersto website
privacy choicesespeciallyif a standardmechanismwere to be
adoptedand usedconsistentlyNeverthelessprivacy choiceindica-
torsaloneareinsu cient. Designingindicatorsto help userslocate
privacy choicess only the rst stepin improving end-to-endinter-
actionswith thosechoicesTheindicatorshaveto competewith
many other Ul elementdor users’attention,andthey still placethe
burdenof accessingearning,and exercisingprivacy choiceson
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users[18 66, 73. Therefore the interfacesusersencounterafter
clicking on anicon/link text shouldbedesignedo minimize user
e ort. Forinstanceawebform for the CCPAdo-not-sellopt-out
couldprovidea conspicuougylobal opt out option on top, with
moregranularoptionspresentedelow[39. Foramoresubstantial
reduction in user burden, privacy choice indicatashould be part
of automatedmechanism$7, 49 123, suchasAPIsthat allow users
to control privacy settingsacrosswebsitesn their webbrowserspr
personalizegbrivacyassistantshat learnusers’privacy preferences

and semi-automatically con gure settings for them [8, 16, 20, 73].

8.3 Public Policy Implications

Incorporate user testing into the policy-making process.Re-
searcherdavearguedthat privacy interfacesshouldbedeveloped
through a user-centrianditerative design process involvingser
testingat early stageq6, 105 104. Unfortunately,mostexisting
privacy laws either do not emphasizeausability or includevaguere-
guirementsfor presentingprivacy choicesn Ul design Forinstance,
the FederallradeCommission(FTC)advocateshat any privacy no-
tice or choicemustbe clear and prominently displayed [12Q but
doesnot providespeci c guidanceon howto achievethis[114 115.
In contrast,the widely adoptedmodelprivacy noticefor US nan-
cial institutions wasthe product of aniterative design and testing
procesq43. Another positiveexampleis the guidancefor GDPR
compliancefrom the UK Information Commissioner'$D ce [56,
which includedvisual exampledo illustrate what constitutesvalid
consenf57. The OAG’sconsideratiorof our researchin the CCPA
rule-makingprocesgurther demonstratesghat incorporatinguser-
testedprivacy interfacesinto privacy lawsis not only necessary
but alsofeasible The OAG removedtheir proposedopt-outicon
from the CCPAregulations[9Q after we sharedour ndings with

them about how their icon could generate critical misconceptions.

Subsequentlythe fourth setof modi cations to the CCPAregula-
tions recommendedbusinessesiseour blue stylizedtoggleicon to
convey the presence of do-not-sell opt-outs [92].

Mandate unied privacy choices indicators. Eventhough
the CCPA has an optional icon for conveying do-not-sell opt-
outs [92, we consider itunrealisticand ine cient for privacy laws
to requireaspeci cicon or Ul elementfor eachprivacy choicethat
businessemight o er, voluntarily or to complywith regulations.
A webpagewith manydi erent indicatorsis likely to confuseor
overwhelmconsumerg6§. Insteadmandatinga standardizeri-
vacychoicedndicatorthat directusersto all privacy choicesin one
place(e.g.,a centralizedprivacy dashboardaccountsettings,or
dedicatedprivacy choicespage)would provide numerousbene ts.
Forlawmakersthis approachis more economicacomparedo the
signi cant time andresourcesequiredto developtest,andoversee
the enforcemenbf individual privacy choiceindicators.Consumers
would also appreciate a consistent atttus learnable path to nav-
igate and exerciseprivacy choiceq 83. Our researchshowsthat
Stylized-Togglpairedwith the link text Privacy Options couldbe
a good candidate for such a uni ed privacy choices indicator.

User-tested icons should be paired with public outreach
and education. Usertestingcanidentify poor privacy choiceindi-
catorswith comprehensionssuessuchasthe DAA iconsor the
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OAG proposedcon [91], that would requiresigni cantly moreef-
fort in consumereducationHowever,evenfor iconsthat havegone
throughrigoroustesting,consumereducationis still neededo raise
awarenessgommunicatethe icon’s purposeanddispelmisconcep-
tions.In our researcheventhe best-performingStylized-Toggleon
generatednisconception®ccasionallyWe nd little documenta-
tion on associategducationor public outreache orts for most
existingprivacy icons.While there havebeeneducationcampaigns
for the AdChoicesconin the USand Europe[25 116, consumer
awarenesgemainslow, aswe and othershavefound [21, 118§.
Whetherthis is dueto ine ective messagingr insu cient reach
is unclear.We suggesthat e ective educationcampaigngor new
privacy choiceiconsneedto addresghe misconceptionsincov-
ered in initial user testing, create aactive and engaging learning
experiencd 69, and possiblyusepersonalizededucationcontent
tailoring toward individual users’ characteristics [109, 121].

9 CONCLUSION

We conducteda seriesof studiesto designand evaluateiconsand
link textsfor conveyingthe presencef generalprivacy choicesand

the CCPA-mandatedpt-out for the saleof personalinformation.
While mosticons we testedwere poorly interpreted without a
link text, a stylizedtoggleicon e ectively conveyedthe notion

of choiceand performedthe bestin conveyingprivacy choices
when pairedwith Privacy Options. Thetwo CCPA-mandatedink

texts ( Do Not SellMy Personalinformation and Do Not Sell
My Info ) accuratelycommunicatedio-not-sellopt-outscombined
with mosticons.Our results provide implications for designers
andpolicymakershy highlighting the importanceof accompanying
iconswith text descriptionsusing standardized/isualindicators
to help userslocateprivacy choicemechanismsandincorporating
user testing into policy-making processes.
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A  SURVEY QUESTIONS

A.1 Icon Design Evaluation

Pleasanswerthe following questionswith regardsto the displayed
symbol[and phrase].Makesurenot to revealany private or per-
sonallyidenti able information aboutyourselfor othersin your
responses to any open-ended questions.

[Thesymbolor symbol/phraseonditionto whichthe participant
was randomly assigned is displayed to the participant.]

(1) What, if anything, doesthis [symbol/symboland phrase]
communicateto you? Pleasebe as completeas possible.
(Open-ended response)

(2) Imagineif you sawthis [symbol/symboland phraselon a
website. What do you think would happenif you clickedon
this [symbol/symbol and phrase]? (Open-ended response)
[The DAA's blue AdChoices icon is displayed]

(3) Have you ever seen this symbol on a website before?

Yes
No
| am not sure

(4) Imagineif you sawthis symbolon a website. What do you
think would happen if you clicked on this symbol?
[Present the icon set in randomized order.]

(5) Which of thesesymbolsdo you think bestconveysthat
there’san option to tell websitesdo not sellmy personal
information? [Theorderof Q5/6and Q7/8wasrandomized
for the icon re nement testing.]

(6) Pleasexplainwhy you selectedheiconabove(Open-ended
response)

[Present the icon set in randomized order.]

(7) Which of thesesymbolsdo you think bestconveysthat
there’san option to make choicesaboutthe use of your
personal information?

(8) Pleasexplainwhy you selectedheiconabove(Open-ended
response)

(9) Are you awareof any lawsin the United Stateshat require
companiego providea do not sellmy personainformation
option?
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Toggles, Dollar Signs, and Triangles: How to (In)EXectively Convey Privacy Choices

No
Yes (please name or describe them):
(10) What is your age?
18-24
25-34
35-44
45-54
55-64
65-74
75-84
85 or older
Prefer not to answer
(11) What is your gender?
Women
Men
Non-binary
Prefer to self describe:
Prefer not to answer
(12) Whatis the highestlevel of educationyou havecompleted?
Less than high school
High school degree or equivalent
Some college, no degree
Associate’s degree, occupational
Associate’s degree, academic
Bachelor's degree
Master’s degree
Professional degree
Doctoral degree
Prefer not to answer
(13) What wasyour total householdncomebeforetaxesduring
the past 12 months?
Under $15,000
$15,000 to $24,999
$25,000 to $34,999
$35,000 to $49,999
$50,000 to $74,999
$75,000 to $99,999
$100,000 to $149,999
$150,000 or above
Prefer not to answer
(14) In which state do you currently reside? (Drop-down list)
(15) Which of the following bestdescribeyour educationaback-
ground or job eld?
| havean educationin, or work in, the eld of computer
science, computer engineering or IT.
| do not have an educationin, or work in, the eld of
computer science, computer engineering or IT.
Prefer not to answer
(16) If you haveany feedbaclon the survey,pleasdeaveit here.
(Open-ended response)

A.2 Link Text Evaluation

Pleaseanswerthe following questionswith regardsto the web
link. Makesurenot to revealany private or personallyidenti able
information aboutyourselfor othersin your responses$o any open-

ended questions.
Imagine if you saw this web link on a website.
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[Thelink text conditionto whichthe participantwasrandomly

assigned is displayed to the participant.]

(1) Whattypesof[ selling / personalinformation / choices
/ options / opt-outs ] do you think this link refersto?
(Open-endedesponsedisplayedonly if the participantsaw
a link text that includes the respective element)

(2) Whatdoyou think would happenif you clickedon this link?

(3) Which of the following do you think could happenif you
clickedthis symbol/link on aweb page[Foreachstatement
belowparticipants weraskedo chooséom a5-pointlikert
scaleDe nitely Probably Not sure Probablynot and
De nitely not. Statementaerepresenteth randomizedr-
der.]

It will takemeto the website’sTermsof Servicestatement.
It will takemeto apagethat veri es that the websitedoes
not sell my personal information.

It will take meto a pagewherel canpayto protectmy
personal information.

It will take meto a pagewith choicesaboutthe saleof my
personal information.

It willimmediately communicateo the website that | do
not want my personal information to be sold.

It will take meto a pagewith choicesabouthow my per-
sonal information is used and shared by the website.
It will give the websitepermissionto sell my personal
information.

It will take me to a warning not to sharemy personal
information with websites.

(4) Are you awareof any lawsin the United Stateshat require
companiego providea do not sellmy personainformation
option?

No
Yes (please name or describe them):

(5) What is your age? (See Appendix A.1 for answer options)

(6) Whatis your genderqSeeAppendixA.1for answeroptions)

(7) Whatis the highestlevel of educationyou havecompleted?
(See Appendix A.1 for answer options)

(8) What wasyour total householdncomebeforetaxesduring
the past12months?(SeeAppendixA.1for answeroptions)

(9) In which state do you currently reside? (Drop-down list)

(10) Which of the following bestdescribesyour educationaback-
ground or job eld? (See Appendix A.1 for answer options)
(11) Which of the following bestdescribes/our primary occupa-
tion?
Administrative Support (e.g., secretary assistant)
Art, Writing, or Journalism(e.g. author,reporter,sculptor)
BusinessManagementpr Financial(e.g.,manager,ac-
countant, banker)
Education or Science ( e.g., teacher, professor, scientist)
Legal (e.g., lawyer, paralegal)
Medical ( e.g., doctor, nurse, dentist)
Computer Engineeringr IT Professional (e.gprogram-
mer or IT consultant)
Engineer in other eld (e.g., civil or bio engineer)
Service (e.g., retail clerk, server)
Skilled Labor (e.g., electrician, plumber, carpenter)
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Unemployed

Retired

College student
Graduate student
Mechanical Turk worker
Other:

Prefer not to answer

(12) If you haveany feedbaclon the survey,pleasdeaveit here.

(Open-ended response)

A.3 Icon-Text Combinations Evaluation

Pleaseanswerthe following questionswith regardsto the [sym-
bol/link/symbol andlink] in the rectangularhighlighted areanear
the bottom of the web pagedisplayed Make surenot to revealany
private or personallyidenti able information aboutyourselfor
others in your responses to any open-ended questions.

[Displaythe screenshaif the webpagewith theicon,link text,or
icon-textcombinatiorthat the participantwasrandomlyassignedo.
Below is an example of one study condition]

Footwear

MEN WOMEN ABOUT CONTACT 2 caART (0]

CUSTOMER CARE INFORMATION

your footwear should be as unique as  CONTACT ABOUTUS

s been hand-crafted RETURNS/EXCHANGES, DELIVERY INFORMATION

GIFTVOUCHERS PRIVACY POLICY

(@B Frvacrormions

ORDER TRACKING

Close up of highlighted area:

PRIVACY OPTIONS

(1) Whatdoyou think would happenif you clickedon the [sym-
bol/link/symbolandlink] in the highlightedareaon this web
page?

[Display close up of highlighted area again.]
(2) Whatdoyou think [ sell / info / information / choices

/ options / opt-outs ] refersto in this link? (Open-ended

responsedisplayedonly if the participantsawa link text
that includes the respective element)
[Display close up of highlighted area again.]

(3) Which of the following do you think could happenif you

clickedthis symbol/link on aweb pageqForeachstatement

belowparticipants weraskedo chooséom a5-pointlikert

Habib and Zou, et al.

scaleDe nitely Probably Not sure Probablynot and
De nitely not. Statement&erepresentetch randomizedr-
der.]
It will takemeto apagewherel canupdatetheinformation
in my user pro le on the website.
It will take meto a pagewith choicesabouthow my per-
sonal information is used and shared by the website.
It will takemeto apagewith choicesaboutthe saleof my
personal information.
It will takemeto apagewith moreinformation abouthow
the company uses and shares the personal information it
collects about me.
It will cause the website to send unwanted emails.
It will give the websitepermissionto sell my personal
information.
It will takemeto a pagewith adsaboutprivacy andsecu-
rity products.
It will takemeto a pagethat stealsmy information or has
a virus or malware.

(4) Are you awareof any lawsin the United Stateshat require
companiedo providea do not sellmy personainformation
option?

No
Yes (please name or describe them):

(5) What is your age? (See Appendix A.1 for answer options)

(6) Whatis your genderqSeeAppendixA.1for answeroptions)

(7) Whatis the highestlevel of educationyou havecompleted?
(See Appendix A.1 for answer options)

(8) What wasyour total householdncomebeforetaxesduring
the past12months?(SeeAppendixA.1for answeroptions)

(9) In which state do you currently reside? (Drop-down list)

(10) Which of the following bestdescribeyour educationaback-
ground or job eld? (See Appendix A.1 for answer options)

(11) Which of the following bestdescribes/our primary occupa-
tion? (See Appendix A.2 for answer options)

(12) If you haveany feedbaclon the survey,pleasdeaveit here.
(Open-ended response)

A.4 CCPA Toggle Icon Evaluation

Pleaseanswerthe following questionswith regardsto the symbol
andlink in the rectangularhighlighted areanearthe bottom of
the web pagedisplayed.Make sure not to revealany private or
personallyidenti able information aboutyourselfor othersin your
responses to any open-ended questions.

[Display the screenshaif the webpagewith theiconand Do
Not SellMy Personalinformation link textthat the participantwas
randomly assigned to.]

[Display close up of highlighted area.]

(1) What do you think would happenif you clickedon the sym-
bol and link in the highlighted area on this web page?
[Display close up of highlighted area again.]

(2) What do you think [ sell / information] refersto in this
link? (Open-ended response)

[Display close up of highlighted area again.]

(3) Which of the following do you think could happenif you

clickedthis symbol/link on aweb pageqForeachstatement
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belowparticipants weraskedo chooséom a5-pointlikert
scaleDe nitely Probably Not sure Probablynot and
De nitely not. Statementaerepresentech randomizedr-
der.]
It will immediately changethe setting on this website
from Do Not SellMy Personalnformation to Sell My
Personal Information.
It will immediatelychangethe setting on this website
from Sell My Personalnformation to Do Not SellMy
Personal Information.

It will take me to a page where | can choose whether or

not the website can sell my personal information.
It will takemeto a pagewherel cancon rm that | do not

want my personal information to be sold by the website.

It will takemeto apagewith moreinformation abouthow

the website uses and shares my personal information.
It will cause the website to send me unwanted emails.
It will takemeto apagewith adsaboutprivacy andsecu-
rity products.

CHI ’21, May 8X13, 2021, Yokohama, Japan

It will takemeto a pagethat stealsmy information or has
a virus or malware.

(4) Are you awareof any lawsin the United Stateshat require
companiego providea do not sellmy personainformation
option?

No
Yes (please name or describe them):

(5) What is your age? (See Appendix A.1 for answer options)

(6) Whatis your genderqSeeAppendixA.1for answeroptions)

(7) Whatis the highestlevel of educationyou havecompleted?
(See Appendix A.1 for answer options)

(8) What wasyour total householdncomebeforetaxesduring
the past12months?(SeeAppendixA.1for answeroptions)

(9) In which state do you currently reside? (Drop-down list)

(10) Which of the following bestdescribeyour educationaback-
ground or job eld? (See Appendix A.1 for answer options)

(11) Which of the following bestdescribes/our primary occupa-
tion? (See Appendix A.2 for answer options)

(12) If you haveany feedbaclon the survey,pleasdeaveit here.
(Open-ended response)
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B PARTICIPANT DEMOGRAPHICS
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Icon Icon Link Text Link Text Combination Toggle
Preliminary = Renement Preliminary = Re nement

Sample Size 240 280 140 400 1468 421
Invalid Responses 11 0 9 0 54 18
Age
18-24 5.00% 5.71% 8.57% 7.00% 10.29% 12.11%
25-34 45.00% 45.71% 52.14% 49.00% 35.76% 45.13%
35-44 29.58% 29.64% 22.86% 23.25% 25.95% 23.04%
45-54 12.08% 10.00% 8.57% 11.00% 15.74% 11.16%
55-64 7.08% 6.79% 4.29% 7.00% 8.72% 6.18%
>65 1.25% 2.14% 3.57% 2.75% 3.13% 1.90%
Prefer Not to Answer 0.00% 0.00% 0.00% 0.00% 0.41% 0.28%
Gender
Female 41.25% 44.64% 34.29% 39.50% 46.87% 47.51%
Male 58.33% 55.36% 64.29% 60.00% 51.98% 50.83%
Non-binary 0.00% 0.00% 1.43% 0.50% 0.41% 0.95%
Self-described 0.00% 0.00% 0.00% 0.00% 0.14% 0.00%
Prefer Not to Answer 0.42% 0.00% 0.00% 0.00% 0.61% 0.71%
Education
Less than High School 0.83% 0.71% 0.71% 0.25% 0.54% 0.48%
High School 9.58% 13.57% 7.86% 13.50% 8.92% 12.11%
Some College 15.83% 18.57% 17.14% 18.00% 21.93% 18.76%
Associate’s, Occupationg! 5.83% 8.21% 4.29% 7.75% 6.81% 5.23%
Associate’s, Academic 1.67% 5.00% 4.29% 4.75% 6.40% 5.46%
Bachelor 49.58% 42.86% 51.43% 43.75% 39.03% 43.71%
Master 13.33% 8.21% 13.57% 11.00% 11.92% 9.26%
Professional 2.50% 1.79% 0.71% 0.50% 1.63% 2.38%
Doctoral 0.42% 1.07% 0.00% 0.50% 2.18% 2.14%
Prefer Not to Answer 0.42% 0.00% 0.00% 0.00% 0.61% 0.48%
State Residence
California 11.25% 14.29% 20.00% 9.75% 10.42% 16.39%
Non-California 88.75% 85.71% 80.00% 90.25% 89.58% 83.61%
Educational/Job Background related to CS/IT
Yes 38.75% 27.50% 47.86% 33.00% 23.02% 30.64%
No 56.67% 66.79% 47.86% 62.75% 72.55% 63.66%
Prefer Not to Answer 4.58% 5.71% 4.29% 4.25% 4.43% 5.70%

Awareness of any U.S. laws that require companies to provide a do not sell my personal information option

Yes
No

4.58%
95.42%

4.64%
95.36%

2.86%
97.14%

3.00%
97.00%

9.81%
90.19%

7.13%
92.87%

Table 5: Age, gender, education, state residence demographics of participants aswell astheir familiarity with CCPA in each

study.
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C REGRESSION OUTPUTS
C.1 Icon-Text Combinations Evaluation

Choice Privacy Misconception Do-Not-Sell \
S.E. Adj.p S.E. Adj.p S.E. Adj.p S.E. Adj.p
Intercept 52 .31 10 | 20 .41 <001*| -31 .74 .001*|-06 .33 1.0

Condition (ref = Toggle-Privacy Options, None-Do Not Sell My Personal Information for Do-Not-Sell)

Toggle-None -1.0 .40 16 | -1.2 .48 .20 21 .80 .21
Toggle-Do Not Sell My P.I. | -.62 .40 1.0 -4.0 .58 <.001*| 2.4 .79 .06 .26 .40 1.0
Toggle-Personal Info Choigesl.2 .40 .06 | -24 .47 <.001*| 2.8 .78 .009* | -3.2 .66 <.001*
Toggle-Do Not Sell My Info| -.33 .40 1.0 -4.3 .60 <.001*| 15 .82 77 52 .39 1.0
Toggle-Privacy Choices -23 .40 1.0 | -.86 .48 .85 | -1.6 .82 .76 22 .49 <.001*

Toggle-Privacy Options -43 1.0 .001*
DAA-None -3.6 .60 <.001* -3.0 .49 <.001*| 2.2 .79 14

DAA-Do Not Sell My P.1. -49 40 1.0 | -26 .47 <.001*| .81 .89 10 | -09 .38 1.0
DAA-Privacy Options 29 42 10 |-26 .52 10 |-02 1.0 10 |-43 1.0 .001*

DAA-Personal Info Choiceg -1.6 .41 .004* | -2.4 .48 <.001*| 25 .79 .04* | -26 .59 <.001*
DAA-Do Not Sell My Info | -.59 .40 1.0 | -35 .52 <.001* 1.3 .84 1.0 .25 .39 1.0

DAA-Privacy Choices 10 41 10 | -67 .49 1.0 .06 1.0 10 | -24 .51 <.001*
Dollar-None -3.0 .50 <.001*| -5.3 .82 <.001*| 42 .78 <.001*

Dollar-Do Not Sell My P.I. | -.92 .39 32 | -36 .52 <.001* 1.6 .82 .78 .02 .38 1.0
Dollar-Privacy Options -.28 .40 1.0 | -52 51 1.0 1.7 81 53 | -21 49 <.001*

Dollar-Personal Info Choices-1.3 .40 .03* | -20 .46 <.001*| 29 .78 .005*| -2.8 .59 <.001*
Dollar-Do Not Sell My Info | -.47 .40 1.0 | -3.7 .53 <.001*| -55 1.2 1.0 91 4 .36

Dollar-Privacy Choices -1.1 .39 .10 | -82 .48 91 20 .79 21 | -27 .59 <.001*
None-Do Not Sell My P.l. | -.94 .40 32 | -3.3 .51 <.001*| 1.2 .84 1.0
None-Privacy Options -48 .40 1.0 | -65 .49 1.0 .03 1.0 1.0 | -28 .59 <.001*

None-Personal Info Choices-1.3 .40 .02* | -20 .46 <.001*| 28 .78 .008* | -2.8 .59 <.001*
None-Do Not Sell My Info | .10 .43 1.0 | -34 52 <.001*| -58 1.2 1.0 .62 .40 1.0

None-Privacy Choices -.64 .40 1.0 | -94 .49 71 50 .94 1.0 | -24 55 <.001*

Icon-None -46 .76 <.001

Age (ref = 18-34)

35-54 42 .13 .02* | -.07 .15 1.0 -.18 .18 1.0 .29 .18 1.0
55 .35 .20 1.0 -42 .22 .74 43 .25 .97 .58 .27 .36

Gender (ref = Female)

Male | 10 12 10 | .18 .14 -16 | .17 10 1.0 |-11 .17 10

Technical expertise (ref = None)

Yes -42 15 A3 | -11 17 1.0 \ 46 .20 32 | -68 22 .02*
Highest obtained education (ref = No college degree)

College degree .33 .14 27 | -13 .15 1.0 | -46 .18 .22 20 .19 1.0
Graduate degree 31 .19 1.0 A1 21 1.0 | -61 .26 .32 .39 .26 1.0

Table 6: Regression results for the four binary dependent variables (conveys choice, privacy, misconceptions, or do-not-sell
choices) codedfrom participants’ open-ended expectations. Due to perfect separation in the DAA-none and Dollar-none condi-
tions, the icon-only conditions were collapsed together (Icon-None) for the do-not-sell choices regression. For eachregression
term we provide the estimate of the coe cient ( ), the standard error, and p-value adjusted with the Holm-Bonferroni cor-
rection. A signicant negative coe cient indicates that participants in that group were less likely to have the expectation
represented by the dependent variable, relative to the reference baseline. (*) marks signi cant results for = :05.
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Do-Not-Sell Choices | Give Sell Permission Privacy Choices \
S.EE. Adj.p SEE. Adj.p S.E. Adj. p

Intercept | 41 31 1.0 20 44 <001* | 25 .54 <.001*
Condition (ref = None-Do Not Sell My Personal Information, Toggle-Privacy Options for Privacy Choices)
Toggle-None -98 .39 .33 .56 .53 1.0 -1.8 .60 .07
Toggle-Do Not Sell My P.I.| -.22 .40 1.0 1.7 .49 .02* -21 .59 .009*
Toggle-Personal Info Choiges.87 .39 .60 .96 .50 1.0 -1.7 .60 .10
Toggle-Do Not Sell My Info| -55 .39 1.0 .65 .52 1.0 -1.8 .60 .07
Toggle-Privacy Choices -09 .39 1.0 1.4 49 12 -1.1 .62 .99
Toggle-Privacy Options .07 .39 1.0 .87 51 1.0
DAA-None -29 52 <001* | -45 .62 1.0 -2.4 58 .001*
DAA-Do Not Sell My P.I. -19 .39 1.0 A1 .56 1.0 -73 .65 1.0
DAA-Privacy Options -56 .38 1.0 .93 .50 1.0 -.62 .66 1.0
DAA-Personal Info Choiceg -.20 .40 1.0 1.2 .50 A7 -1.8 .60 .06
DAA-Do Not Sell My Info 18 41 1.0 -22 .59 1.0 -1.6 .61 .19
DAA-Privacy Choices -23 .39 1.0 .85 51 1.0 -25 .70 1.0
Dollar-None -1.3 .39 .04* -38 .62 1.0 -3.6 .60 <.001*
Dollar-Do Not Sell My P.I. | -.29 .39 1.0 12 .56 1.0 -1.7 .59 .06
Dollar-Privacy Options -.05 .40 1.0 .48 .53 1.0 -.69 .66 1.0
Dollar-Personal Info Choices-.36 .39 1.0 .56 .53 1.0 -1.1 .63 1.0
Dollar-Do Not Sell My Info | -.14 .39 1.0 -58 .66 1.0 -1.3 .61 .52
Dollar-Privacy Choices -65 .38 1.0 57 51 1.0 -14 .60 .36
None-Privacy Options -20 .39 1.0 .82 51 1.0 -42 .68 1.0
None-Personal Info Choices-.84 .39 72 -09 57 1.0 -1.7 .60 .08
None-Do Not Sell My Info | .84 .45 1.0 A1 57 1.0 -70 .66 1.0
None-Privacy Choices -24 .40 1.0 .55 .53 1.0 -52 .68 1.0
None-Do Not Sell My P.I. -.86 .65 1.0
Age (ref = 18-34)
35-54 .09 12 1.0 -04 .15 1.0 27 .15 1.0

55 A7 .19 1.0 -.008 .23 1.0 16 .23 1.0

Gender (ref = Female)
Male |-02 12 10 | -183 .15 10 |-21 .14 1.0

Technical expertise (ref = None)

Yes \ .03 .15 1.0 \ 72 .17 <.001* | -.03 .18 1.0
Highest obtained education (ref = No college degree)

College degree 31 .13 .51 -09 .16 1.0 15 .16 1.0
Graduate degree 17 .18 1.0 .07 .22 1.0 .63 .24 .15

Table 7: Regressionresults for the scenarios: It will take me to apagewith choicesabout the sale of my personal information
(Do-Not-Sell Choices), It will give the website permission to sell my personal information  (Give Sell Permission), and It will
take me to a page with choices about how my personal information is used and shared by the website (Privacy Choices). For
each regression term we provide the estimate of the coe cient ( ), the standard error, and p-value adjusted with the Holm-
Bonferroni correction. A signi cant negative coe cient indicates that participants in that group were lesslikely to have the
expectation represented by the dependent variable, relative to the reference baseline.(*) marks signi cant results for = :05.
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C.2 OAG Toggle Evaluation

Misconception Toggle Control \
S.E. p S.E. p

-1.2 .34 <.001*| -1.6 .36 <.001*

Intercept

Condition (style ref = Stylized Toggle ; color ref = Blue )

CalAG .83 .28 .003*| .87 .30 .003*

CalAG-X .86 .28 .003*| .87 .30 .004*

Red .003 .22 .99 .28 .23 .23

Age (ref = 18-34)

35-54 -24 24 31 -15 .25 .54
55 -99 49 .04* | -1.2 58 .03*

Gender (ref = Female)
Male -.08 .23

73 | .03 24 89

Technical expertise (ref = None)
-47 .25 .06

Yes -.86 .27 .002*

Highest obtained education (ref = No college degree)
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Do-Not-Sell Switch | Do-Not-Sell Choices |
S.E. Adj.p SEE. Adj.p

Intercept -77 .35 .03* \ .70 31 .03*
Condition (style ref = Stylized Toggle ; color ref = Blue )
CalAG .73 .38 .05 -92 .27 <.001*
CalAG-X 1.0 .39 .009* | -88 .27 .001*
Red 1.0 .37 .006* A4 22 51
CalAG*Red -1.2 .52 .02*
CalAG-X*Red -1.8 .53 <.001*
Age (ref = 18-34)
35-54 24 .23 31 .04 .23 .87

55 .29 .39 46 .60 41 .14
Gender (ref = Female)
Male | 04 22 84 | -53 22 02

Technical expertise (ref = None)
Yes | 21 24 37
Highest obtained education (ref = No college degree)

College degree | -.15 .24 .52 -.006 .24 .98
Graduate degreg -.07 .34 .83 -.08 .35 .83

-35 .24 .15

College degree | .65 .26 .01* | .68 .27 .01*
Graduate degreg .50 .36 17 71 .38 .06

Table 8: Regression results for the binary dependent vari-
ables: conveys a misconception and perceived asa toggle con-
trol, coded from participants’ open-ended expectations. We
report results from the main e ect model with icon style
and color asthe main independent variables, as the inter-
action between icon style and color was not signi cant. For
each regression term we provide the estimate of the coe -

cient ( ), the standard error, and p-value adjusted with the
Holm-Bonferroni  correction. A signi cant positive coe -

cient indicates that participants in that group were more
likely to have the expectation represented by the dependent
variable, relative to the reference baseline.(*) marks signi -

cantresults for = :05.

Table 9: Regression results for the scenarios: It will imme-
diately change the setting on this website from ‘Sell My Per-
sonal Information’ to ‘Do Not Sell My Personal Information’
(Do-Not-Sell Switch), and It will take me to a page with
choices about the sale of my personal information  (Do-Not-
Sell Choices). We report results from the main e ect model
for Do-Not-Sell Choices with icon style and color as the
main independent variables, asthe interaction betweenicon
style and color was not signi cant. For eachregression term
we provide the estimate of the coe cient ( ), the standard
error, and p-value adjusted with the Holm-Bonferroni cor-
rection. A signicant positive coe cient indicates that par-
ticipants in that group were more likely to have the expec-
tation represented by the dependent variable, relative to the
reference baseline. (*) marks signi cant results for =:05.



