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About the IAPP

The International Association of Privacy Professionals (IAPP) is the largest and

most comprehensive global information privacy community and resource, helping
practitioners develop and advance their careers and organizations manage and protect
their data.

The IAPP is a not-for-profit association founded in 2000 with a mission to define,
support and improve the privacy profession globally. We are committed to providing
a forum for privacy professionals to share best practices, track trends, advance privacy
management issues, standardize the designations for privacy professionals and provide
education and guidance on opportunities in the field of information privacy.

The IAPP is responsible for developing and launching the only globally recognized
credentialing programs in information privacy: the Certified Information Privacy
Professional (CIPP®), the Certified Information Privacy Manager (CIPM®) and the
Certified Information Privacy Technologist (CIPT®). The CIPP, CIPM and CIPT are the
leading privacy certifications for thousands of professionals around the world who serve
the data protection, information auditing, information security, legal compliance and risk
management needs of their organizations.

In addition, the IAPP offers a full suite of educational and professional development
services and holds annual conferences that are recognized internationally as the leading
forums for the discussion and debate of issues related to privacy policy and practice.
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Preface

Since the first edition of this book, Introduction to IT Privacy, was published in 2014, we
have observed significant new advances in information technology and public policy
that affect privacy. In many ways, this eight-year period tells a story where technologies
that historically lived in research laboratories have seen wider commercial adoption as
new forms of automation. These technologies include autonomous and semiautonomous
vehicles, voice-activated assistants, smart devices and biometrics. While the
conveniences afforded by some forms of automation are still being understood, the
deployment is already raising new privacy challenges. Google Glasses, the eyeglasses
that could snap photos and later record video, were introduced in 2012 and quickly
raised questions about reasonable expectations of privacy in public spaces. While this
technology did not become mainstream with the public, voice-activated smart speakers,
which consumers deploy in their homes and use to check the weather and play music,
are quite popular, with multiple manufacturers competing for market share, including
Amazon, Apple and Google.

The privacy risks introduced by these technologies are varied, including new ways
to acquire personal data, new ways to build richer personal profiles, and new challenges
in discerning the truth about a person from mere fabrication. Machine learning and
robotics, for example, have led to commercial drones that allow individuals to more
easily acquire overhead video and sensor data, smart televisions that detect which
content is being viewed and then share this information with device manufacturers,
and health sensors that track real-time fitness and blood pressure. These advances in
many ways integrate with and extend the smartphone revolution that led to the novel
collection of real-time location by mobile apps and advertisers. Additionally, increased
deployment of sensors, often to enable new consumer products and safety features,
allow for the creation of richer personal profiles. In 2015, telematics devices introduced
by insurance companies were capable of recording driving distances, braking patterns
and speed traveled for the purpose of informing insurance rates. In 2016, a popular
social media site deployed an algorithm to classify its users by their political preferences,

Xiii



which contributes to other factors in behavioral profiles, such as affinities for specific
racial groups. Lastly, advances in generative machine learning now allow one to create
fake images and fake video, called deep fakes because they rely on deep neural networks
to generate the content. This includes an app that was designed to “auto-undress”
photos of women as well as an app that allows a person to speak into a camera and
record audio that is transformed into the video and audio of a public personality. These
technologies raise new questions about the veracity of information and the use of data to
misrepresent a person’s character or beliefs, potentially poisoning the public record.

Finally, in recent years, we've seen major advances in regulatory practices aimed at
addressing privacy in a world where data is increasingly shared globally. In Europe, the
General Data Protection Regulation (GDPR) replaces the EU Directive 95/46/EC with
a major change that requires companies to obtain an individual’s consent before they
can build user profiles. In addition, the National Institute for Standards and Technology
(NIST) conducted a series of workshops with U.S. companies, government agencies and
the public to develop a framework for privacy engineering. The framework aims to guide
companies in how to select actions for reducing privacy risk within their enterprise.
Going forward, regulators face great challenges in ensuring that regulation keeps pace
with emerging technology as it shapes how we define and promote privacy. For example,
how should companies treat machine learning models trained on data of EU citizens
who choose to be forgotten?

In this new edition, we enshrined advances in technology, policy and practice
in updates to all the existing chapters. This includes advances in cryptographic
algorithms in Chapter 2 and database reconstruction attacks and new deployments
of biometric authentication services in Chapter 4. In Chapter 6, we have new material
on sensor-based surveillance, due in part to the emergence of the internet of things
(IoT). Chapter 7 includes new material on deep fakes as well as on fairness and bias in
machine learning, and Chapter 8 has been updated to focus more on enterprise privacy
for cloud computing. Finally, we added two new chapters: Chapter 5, on how to make
privacy usable given that users play an increasingly large role in managing their privacy
preferences; and Chapter 9, on cybersecurity and how security frameworks support
protecting privacy. While these are a few highlights for the new edition, I believe you'll
find this updated volume offers a single source on the topic of IT privacy that is simply
unparalleled in terms of breadth and depth.

Travis D. Breaux, CIPT
Executive Editor
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Introduction

A universal aspect of being a technology professional is that change is not only expected
but guaranteed. Change ensures the opportunities to learn never wane—that’s what
keeps many of us in the profession. However, in recent years, the pace of change is both
increasing dramatically and expanding to affect the broad population. People have come
to expect the same quality of engagement with day-to-day technology regardless of
channel or industry.

On my own journey, finding myself in the privacy industry now feels reminiscent
of the early days of information security. There wasn’t a roadmap on the work, just
passionate, tech-savvy people who cared about making sure company assets were safe
from emerging security threats.

Privacy engineering is today’s equivalent. While privacy laws and guidelines have
been with us for decades, to date the approach has been about terms and conditions
and contractually holding suppliers and service providers accountable for company
behavior. With the ever-increasing presence, dependence, and personal implications of
technology on individuals, the contractual is no longer enough.

The stakes are increasing. The prevalence of internet-of-things (IoT) devices like
smart watches, smart homes and smart cities is increasing both our digital footprint
and its perceived value and usage. Technology has made it possible to capture and track
people’s movements, interests and personal information and aggregate it for marketing
insights or nefarious intentions.

While technology has become a convenience for many—making it easy to order food
and clothes, track our exercise or health, and keep in touch with friends and family—it
has also become a necessity. Our personal and work lives frequently rely on today’s
technologies to simply meet day-to-day expectations. People want the convenience
but are recognizing that giving up our personal data is becoming annoying, creepy
or the source of lost time, data or money because of the frequency of data breaches.
Additionally, incidents of malware, ransomware and identity theft are fostering distrust
of technology. More and more, people are becoming fatigued by the trade-off.
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Recently, however, the laws have evolved to require organizations to manage this
within the technology ecosystem. Specifically, the General Data Protection Regulation
(GDPR) introduced the requirement of data protection by design and by default,
radically changing the paradigm from the contractual to the automatic. For technology
professionals, this means a new way to design, build, test and maintain our applications,
infrastructure and processes. These guidelines place the individual’s needs front and
center, and require protection of their rights and interests to be built in our systems,
processes and infrastructure.

Today’s technology professional recognizes the urgency to quickly adapt to the pace
of change. The emergence of user-centric design, the wide adoption of DevOps and
Agile practices, and the increased commitment to diversity and inclusion in building
software today are all evidence of this recognition. In line with the now table-stakes
expectations of building secure solutions, technology professionals need to adapt to the
growing demand for privacy.

This book offers technology professionals a better understanding of privacy issues
and their implications for today’s technology solutions, processes and infrastructure.
Any person in the technology solutions ecosystem will benefit from the concepts,
guidelines, tools and frameworks available in this book to ensure privacy by design in
their solutions. Further, the book will give tech-savvy professionals a common language
with which to speak with lawyers, compliance officers, business stakeholders and others
involved in the definitions needed to design, build, test and maintain solutions with
privacy in mind.

Cathleen R. Scerbo
Vice President and CIO
International Association of Privacy Professionals
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CHAPTER 5

Usable and Useful Privacy Interfaces

Florian Schaub, CIPP/US, CIPT; Lorrie Faith Cranor, CIPT

The design of a system or technology, in particular its user experience (UX) design,
affects and shapes how people interact with it. Privacy engineering and UX design
frequently intersect. Privacy laws and regulations require that data subjects are
informed about a system’s data practices, asked for consent, provided with a mechanism
to withdraw consent and given access to their own data—including options for data
portability and data deletion. To satisfy these requirements and address users’ privacy
needs, most services offer some form of privacy notices, privacy controls or privacy
settings through a website or through the user interface of an app or other piece of
software.

However, too often privacy notices are not readable, people do not understand what
they consent to, and people are not aware of certain data practices or the privacy settings
or controls available to them. The challenge is that an emphasis on meeting legal and
regulatory obligations is not sufficient to create privacy interfaces that are usable and
useful for users. Usable means that people can find, understand and successfully use
provided privacy information and controls. Useful means that privacy information
and controls align with users’ needs with respect to making privacy-related decisions
and managing their privacy. This chapter provides insights into the reasons why
it can be difficult to design privacy interfaces that are usable and useful. It further
provides guidance and best practices for user-centric privacy design that meets both
legal obligations and users’ needs. Designing effective privacy user experiences not
only makes it easier for users to manage and control their privacy, but also benefits
organizations by minimizing surprise for their users and facilitating user trust. Any
privacy notice and control is not just a compliance tool but rather an opportunity to
engage with users about privacy, to explain the rationale behind practices that may seem
invasive without proper context, to make users aware of potential privacy risks, and to
communicate the measures and effort taken to mitigate those risks and protect users’
privacy.

Privacy laws, privacy technology, and privacy management are typically centered
on information—how information is collected, processed, stored and transferred; how
it can and must be protected; and how to ensure compliance and accountability. To be
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effective, designing privacy user experiences requires a shift in focus: While information
and compliance are of course still relevant, user-centric privacy design focuses on
people, their privacy needs and their interaction with a system’s privacy interfaces.

Why is it important to pay attention to the usability of privacy interfaces? How do
people make privacy decisions? What drives their privacy concerns and behavior? We
answer these questions in this chapter and then provide an introduction to UX design.
We discuss common usability issues in privacy interfaces and describe a set of privacy
design principles and a user-centric process for designing usable and effective privacy
interfaces, concluding with an overview of best practices.

5.1 Why User-Centered Privacy Design?

If you have ever tried to adjust your privacy settings in a mobile app or a social media
site, or tried to figure out how to exercise privacy choices on a website, chances are

you encountered a privacy interface that was not all that easy to use. Developers often
add privacy interfaces to comply with regulations or company policy, but seldom do
they engage user experience experts to design a usable privacy interface or evaluate its
usability. However, some privacy laws now include usability requirements, which means
that simply providing a choice somewhere in the user interface may not be sufficient to
meet legal obligations. Furthermore, people who encounter privacy notices and controls
that are difficult to find, use or understand may be surprised when they read a news
report and find out about how an organization actually uses their data. Thus, even well-
intended organizations may end up disappointing or surprising their customers, which
in turn may decrease their trust in the organization. By taking a user-centered approach
to privacy design, organizations can meet legal obligations while also minimizing user
surprise and facilitating trust.

5.1.1 Meeting Legal Obligations

Many privacy laws include requirements for transparency and choice that include usability
requirements. For example, the EU General Data Protection Regulation (GDPR) requires
“clear and plain language” and transparency that is “concise, transparent, intelligible

and easily accessible.”" A number of U.S. laws require privacy policies to be “clear and
conspicuous.” Legal requirements related to privacy notice usability focus on text that

is readable to users, easy for users to find, and contains information users need to know.
Some laws also require that users be presented with easily accessible choices about the

use of their data, ways to access the data an organization has collected about them, and
mechanisms for requesting that their data be deleted. While following the legal obligations
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and requirements is important, it is often not enough to ensure that privacy notices and
controls are actually useful and usable for users.

5.1.2 Minimizing Surprise
When users are surprised at how their data is used by an organization, they are likely to
become angry and lose trust in that organization.

5.1.2.1 Aligning User Expectations and System Behavior

Users often have preconceived notions about how a system will use and share their
personal information. As they use the system, the UX may further shape their
expectations. Users may be unaware of data collection that occurs automatically or of
inferences that are made based on their behavior. They may assume that companies will
use data only to fulfill user requests and not for unrelated purposes. Any unexpected
data use or sharing may come as an unpleasant surprise to users when they learn about
it through news reports, social media, or because they are affected by how the data

is used. For example, in 2018, it was revealed that Cambridge Analytica was able to
obtain information about a huge number of Facebook users because Facebook apps
could access information not only about those Facebook users who had installed an
application but also about the friends of those users, without their knowledge. This data
sharing with third parties by Facebook was met with shock and surprise by consumers,
and led to the largest regulatory penalty for a privacy violation to date.?

Companies can prevent these surprises by helping users understand how their data
will be used and shared, and by drawing the user’s attention to data practices most
likely to be surprising. For example, a company might highlight potentially surprising
practices in a privacy policy and include just-in-time notices where appropriate
throughout the system’s UX.

Likewise, companies should make an effort to design privacy-related controls so that
users can fully understand what they do. When users check a box to opt-out, they should
know exactly what they are opting out of; for example, are they opting out of seeing
advertising, ads that are targeted to them, or the actual tracking of their behavior for ad
targeting? Most advertising-related opt-outs fail to clarify the actual effect of the opt-
out.* Likewise, access control settings for social media and calendars are often difficult
to understand, and users may inadvertently grant access to more people than intended.
Therefore, some calendar programs assist users who change the visibility of a calendar
entry by displaying an explanation of how this will impact who can see that entry. The
user interface should also make users aware of any side effects that may occur as a result
of the settings they choose. For example, allowing an app access to location information
might not only enable mapping features, but also enable location-based advertising.
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5.1.2.2 Reducing Opportunities for User Regret

Sometimes users take actions that may have an adverse impact on their privacy that they
may later come to regret. This may occur when users misunderstand settings, select the
wrong settings by mistake, or don’t understand or misremember important details. For
example, social media users may forget who is in their friends or followers group and
thus may be surprised when their parent, boss or coworker sees a post not intended for
them, causing regret.” Some systems use “nudges” or time delays to reduce opportunities
for user regret. Researchers have developed and tested nudges for Facebook that remind
users of who is in the audience for their posts and provide a short count-down timer
before posting.® Facebook itself has implemented a nudge to address the problem of users
changing their audience setting to public for one post and forgetting to change it back to a
more privacy-protective setting next time they post.” Gmail offers users the opportunity
to set a delay of 5-30 seconds before sent messages are actually sent, giving users a short
opportunity to recall them.® Features such as these that reduce opportunities for user
regret can help users help themselves and protect their privacy.

5.1.3 Facilitating Trust

Users are more likely to trust companies that they believe will treat them fairly,
communicate clearly about their data practices and privacy protections and offer them
meaningful choices and controls.

5.1.3.1 Communicating Privacy Protections

Users are not likely to trust privacy information or notices that appear to users as just a
bunch of legalese meant to protect the organization. Furthermore, when users—or the
media—find that a company or product engages in data practices that are surprising
and privacy invasive, it can destroy trust and reputation. Often practices are unexpected
because they were not communicated clearly or conspicuously. For example, in 2019,
multiple companies producing smart speakers and smart assistants were criticized
because they had employees listen to and manually annotate people’s voice commands.
While such manual annotation may be necessary to improve speech recognition, a
statement in the privacy policy that “your data may be used to improve our services”
does not properly convey that people might be listening to what you tell your smart
speaker in the privacy of your home. To help build trust, organizations should
communicate about privacy in a clear and straightforward way that will be meaningful
to users. Privacy communication does not just serve compliance purposes—it provides
opportunities for organizations to communicate their efforts for protecting their users’
privacy, which otherwise might be invisible to the user.
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5.1.3.2 Providing Meaningful Choices and Controls

Besides communicating clearly about privacy, organizations should offer meaningful
choices and controls. A user who fully understands an organization’s practices but is
not offered any meaningful way to control them may not have a positive view of the
organization. On the other hand, privacy controls that enable users to manage their
privacy settings in ways that align with their privacy preferences and needs provide a
sense of agency and control. This can help foster trust in the organization’s ability and
intent to properly protect its users’ privacy.

5.2 Privacy Decision-Making, Behavior and Concerns

Transparency and user rights are core concepts of privacy legislation and guidelines
globally, ranging from the Organisation of Economic Co-operation and Development
(OECD) privacy guidelines, to the U.S. Federal Trade Commission’s (FTC’s) fair
information practice principles, to Europe’s GDPR, and privacy legislation in many
other countries.” While specific requirements may vary, companies that collect or
process personally identifiable information (PII) typically have to be transparent
about their data practices and to inform data subjects about their rights and options for
controlling or preventing certain data practices. This is often known as the notice and
choice model.

Given such transparency and respective choices, consumers are supposed to be able
to make informed privacy and consent decisions. However, in practice, privacy decision-
making is not quite as simple or straightforward. Understanding how people make
privacy decisions and what shapes their privacy concerns is essential for being able to
design usable and useful privacy interfaces that effectively make people aware of data
practices and support informed privacy decision-making.

5.2.1 Privacy Preferences versus Behavior

The notice and choice model is based on rational choice theory: A rationally acting
person ingests information about companies’ data practices and uses this information
to engage in a risk-benefit analysis and make rational decisions about which services

to adopt or which companies to trust with their personal information. Such decisions
are assumed to be consistent with the person’s privacy preferences in order to optimize
their desired level of privacy. They are also assumed to be stable and consistent across
decisions and time. This kind of rational decision-making about privacy is also referred
to as the privacy calculus.'* However, in practice people’s privacy decisions and behavior
are rarely rational or predictable but rather highly context dependent and malleable.
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5.2.1.1 Privacy Paradox

Even though research studies and surveys frequently find that people are concerned
about their privacy and want to do more to protect their privacy," people share copious
personal details on social media,'? express regrets about sharing too much information
online," are frequently surprised by the data practices of services they use,'* and are
often unaware of privacy controls and protections available to them."

This contradiction of people being concerned and complaining about data practices
while freely providing and sharing personal information is known as the privacy
paradox: People express certain privacy preferences or intentions but act contrary to
them.'s For example, people may be sensitive about sharing their health information, yet
may use fitness trackers, smart watches or consumer genetic testing kits because they
provide them insights on their health, even though by doing so, they also end up giving
detailed health information to the companies behind those gadgets or services.

5.2.1.2 Self-Censorship and Chilling Effects

While people seem to be sharing information freely despite privacy concerns, research
also suggests that people engage in self-censorship because of privacy concerns. For
example, some people may opt not to share personal opinions, political leanings or
certain updates about their lives online in order to avoid arguments or to manage their
self-presentation."”

Increased awareness about invasive data practices may also cause chilling effects.
For instance, Edward Snowden’s 2013 revelations about the U.S. government’s online
surveillance practices have been linked to a significant decline in searches for terrorism-
related topics (e.g., Al Qaeda, jihad, chemical weapons) both on Wikipedia and Google
Search.'

5.2.2 Factors Affecting Privacy Decision-Making and Behavior

How can the privacy paradox, over-sharing, self-censorship, and chilling effects all exist
at the same time? Table S-1 distinguishes between a set of related yet distinct concepts
regarding privacy decision-making, providing a lens through which to view and
understand seemingly contradictory privacy behavior.
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Table 5-1: Common Concepts in Privacy Decision-Making and Behavior

Concept Nature Description

Privacy attitude Normative The data subject’s general predisposition regarding
privacy

Privacy preference Aspirational What the data subject prefers to happen

Privacy concern Hypothetical What the data subject fears will happen

Privacy expectation | Anticipatory What the data subject thinks will happen

Privacy decision Intentional What the data subject decides or intends to do
Privacy behavior Factual What the data subject actually does

Data practice Factual The data processing that actually occurs
Privacy harm Factual A negative impact of data processing on the data

subject’s privacy

Privacy regret Retrospective | The data subject realizing behavior and expectations
were harmfully misaligned

A person’s privacy preferences are aspirational—they describe what the person
would prefer to happen in a certain situation, which may be informed by one’s general
attitudes towards privacy, sociocultural norms, and prior experiences. Privacy concerns
are privacy risks or potential privacy harm a person is aware of or worried about; they
may range from minor concerns to worst-case scenarios. Privacy expectations—what
data processing or privacy infringements a person anticipates will occur in a given
situation—are shaped by the person’s privacy preferences, concerns and awareness
of data practices. Such expectations may be consistent with the actual data practices,
or may be inaccurate—either assuming a lower privacy risk than exists or expecting
privacy risks that are unwarranted.

Privacy preferences, expectations and concerns all factor into a person’s privacy
decision-making process, both consciously and subconsciously. People rarely make fully
rational privacy decisions in which they seek out all available information and optimize
their decision to align with their preferences—indeed, in many situations, this would
be quite time consuming and may not even be possible. Privacy decisions are subject to
both external influences (e.g., incomplete information, context) and internal influences
(e.g., bounded rationality, experience). As a result, a person’s privacy decision in a
given situation may not be a consistent reflection of their privacy preference or might
even contradict them. The implementation of a privacy decision (privacy behavior)
may further be affected by external factors, such as choice architecture, in the given
situation. We discuss these factors in more detail next.
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People experience privacy regret when they realize that their privacy behavior or the
actual data practices of a system or an organization were misaligned with their privacy
expectations in a way that negatively affected them. Data processing can negatively
impact the data subject’s privacy (privacy harm), especially when data practices and
the data subject’s expectations are misaligned. Sometimes people observe tangible
harm, but often they are not aware of the harm. Privacy harms may also not manifest
immediately but rather much later. For example, a person’s social media posts made
years ago as a college student on a long-forgotten social media service may be ingested
by a data broker, which sells the information to a job-candidate vetting service, which
in turn downgrades the person’s job application, resulting in the person not being
invited for a job interview. The person might never learn that not being invited to the job
interview was a privacy harm.

In light of these many factors influencing privacy decisions and behavior, the often-
observed misalignment between people’s privacy preferences and actual behavior
(the privacy paradox) is less surprising. In particular, incomplete information, context
and bounded rationality affect privacy decisions and behavior in ways that can result
in substantial deviations in a person’s privacy-related behavior from their privacy
preferences."”

5.2.2.1 Incomplete Information and Uncertainty

Informed consent and informed decision-making both assume that a person has fully
considered all available information to make an informed decision. However, more
often than not, people have to make decisions based on incomplete information. In
the case of privacy, this might mean that a person is not aware of all data collection,
data processing or data transfer practices associated with a transaction. This is
particularly the case when information is seemingly collected for one purpose but also
used for secondary purposes. For example, a navigation app needs the user’s location
information to display the correct part of the map and provide navigation support,
but the app provider might also use location information to identify roads with traffic
congestion or to infer where the user lives and works or what businesses they frequent.
Even if a person is aware of a data practice, they may not be aware of the associated
privacy risks or implications. For instance, in the navigation app example, it may not be
apparent to all users that inference of their home and work locations not only makes it
easier to quickly navigate to those places but may also reveal information about their
socioeconomic status or family situation, and that such information could negatively
affect other parts of their lives, ranging from what advertisements are shown to them to
what interest rate they are being offered on a home or car loan.
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People may also have misconceptions about how their privacy is protected in a
given context. They might assume that companies securely transfer and store data, but
frequent data breaches show that is not necessarily the case. They might assume that
they are protected by privacy law, limiting what data can be collected or how it can be
used. In practice, legal privacy protections can vary substantially between countries and
even between industry sectors in countries with sectoral privacy laws (e.g., the United
States). This can lead to misconceptions such as the common assumption that when a
website has alink to a privacy policy, it does not share information about its users with
third parties, even though the existence of a privacy policy alone does not guarantee
privacy-protective data processing.*’

Misconceptions may also exist in the other direction: Because of incomplete
information or uncertainty about data practices, consumers may assume that a
company or product is insecure or engaging in privacy-invasive practices, such as
selling their information to third parties, even if it isn’t. Thus, helping users develop
an accurate understanding of data practices, privacy protections and privacy controls
not only provides transparency about data practices but also creates awareness about
the measures taken to protect privacy and limit data use, as well as privacy controls
and choices available to the user. In fact, research has shown that users may provide
and share more information when they feel they have appropriate privacy controls to
determine and adjust who has access to their information. This phenomenon has been
dubbed the control paradox, as perceived control over privacy may lead to increased
sharing, which in turn may increase privacy risks.*'

5.2.2.2 Bounded Rationality

Generally, humans are limited in their ability and time to acquire, memorize and
process all information relevant to making a fully informed and rational decision.
Behavioral economists call this deviation from the ideal of a fully rational actor bounded
rationality.”® To compensate for the inability and impracticality of considering all
potential outcomes and risks, humans rely on heuristics in their decision-making to
reach a satisfactory solution rather than an optimal one. However, decision heuristics
can lead to inaccurate assessments of complex situations.* Rational decision-making is
further affected by cognitive and behavioral biases—systematic errors in judgment and
behaviors.

Bounded rationality also persists in privacy decision-making. Decision heuristics and
biases have been shown to substantially affect people’s privacy decisions and behavior.**
Prominent decision heuristics and biases that can affect privacy decisions and behavior
include the following:**
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« Availability heuristic—Due to uncertainty about privacy risks, people may
look for other available cues to judge the probability of risks and guide their
behavior. For example, rather than reading an online store’s privacy policy,
people rely on readily available cues, such as the store’s visual design, the
presence of a privacy policy, the vendor’s reputation, or even just the company
name to make judgments about the privacy risks associated with providing
personal contact and payment information to the online store.

« Representativeness heuristic—People may perceive privacy intrusions as low-
probability events because they rarely encounter privacy intrusions online.
However, privacy intrusions, such as behavioral tracking and targeting, may
occur frequently or continuously but may just not be visible to the individual.

« Anchoring— Available information creates a reference point for future decisions.
For example, information or judgments about others’ disclosure behavior
informs how one reasons about one’s own disclosure behavior.>® Anchoring also
manifests in ordering effects: Survey participants disclose more information
when a survey starts with intrusive questions and gradually reduces in
sensitivity compared with a survey that increases in sensitivity.*’

« Loss aversion—Individuals dislike losses more than they like gains. In the
context of privacy, loss aversion helps explain why people report being
concerned about companies collecting information about them but are
reluctant to pay for better privacy protection (if it is offered).?®

« Hyperbolic discounting—Providing or sharing information often affords
immediate gratification of some kind, e.g., the ability to use a needed app/
service or social interactions (e.g., messaging or “likes”), whereas privacy
implications and risks are often not immediate, hypothetical and shrouded
by uncertainty. Furthermore, privacy considerations are rarely the primary
motivating factor for wanting to use a service or to enter into a transaction.
Thus, even if people claim to care about privacy, they may discount privacy risks
in the moment in favor of immediate gratification.”

« Optimism bias—People systematically underestimate the likelihood of being
affected by a negative event. For example, even though people recognize that
identity theft is a risk after a data breach, they underestimate the likelihood of
personally having their identity stolen and, as a result, may not take sufficient
protective action.*
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« Status quo bias—DPeople have a general affinity for default choices. People
often keep default settings even if they are privacy invasive, because they are
not aware of the setting and/or its privacy implications, because of associated
transaction costs (e.g,, finding the setting, figuring out how it works, actual
costs), or because it is assumed that the default settings are set to protect them.

In practice, multiple such heuristics and biases can affect a person’s decisions and
behavior at the same time, further exacerbating inconsistencies in behavior and between
privacy preferences and actions.

5.2.2.3 Context Dependence

Privacy preferences and concerns can vary from situation to situation. What
information someone considers appropriate to share varies based on contextual factors,
such as the nature or source of the information, the activity or transaction as part of
which information may be shared, as well as the people involved. For instance, you
might reveal more about your personal life to a colleague at an after-work event than at
work; you adjust how and what you talk about with your friends depending on where
you are and who else is around. At the same time, you may also discuss sensitive topics
in public spaces, e.g., at a restaurant or on a train, even though others might overhear
the conversation. Similarly, people might reveal personal details to a stranger on a plane,
their taxi or rideshare driver, or their hairdresser as part of making small talk. Privacy
preferences are highly contextual or, as Acquisti et al. state, “the same person canin
some situations be oblivious to, but in other situations be acutely concerned about,
issues of privacy.”**

Privacy preferences and expectations are shaped and affected by contextual factors.
Gary Marx argues that privacy violations can always be traced back to the breaching of
one or more of the following boundaries:*

« Natural borders, such as walls, closed doors, clothing, sealed envelopes and
encryption protect information by limiting observation by others

« Social borders are assumptions or expectations of social norms about
confidentiality and respect of one’s privacy, such as confidential relationships
with doctors, lawyers or priests; the integrity and confidentiality of personal
correspondence; trust in colleagues, friends and family members to not rifle
through one’s personal effects; or the assumption that information is not
retained longer than required or used for other purposes

« Spatial or temporal borders, such as physical distance or the passing of time,
separate information from different periods or aspects of a person’s life
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o Ephemeral or transitory borders are based on assumptions that certain
interactions or communication only exist in the moment and are not recorded
permanently

Each of these borders is increasingly weakened by advances in technology.

The proliferation of smart home devices, most of which continuously exchange
information with the manufacturer’s cloud back end, weakens the reliability of natural
boundaries to protect privacy. Social, spatial and temporal borders break down in the
face of networked publics and social media. Context collapse—the overlapping and
intermixing of previously delineated facets of one’s life (e.g., family life, work, different
circles of friends, hobbies)—is now a common phenomenon in online interactions,
especially interactions over social media.** Assumptions of information being
ephemeral or transitory run contrary to the vast digital traces people’s interactions with
technology create, as well as consumer tracking and profiling efforts by companies.

Helen Nissenbaum’s framework of contextual integrity ties privacy expectations to
context-dependent norms of information flow.* Information collection, processing and
transmission practices that are in accordance with those norms are likely to be perceived
as acceptable, whereas practices that do not follow those norms are perceived as privacy
violations because they violate contextual integrity.

Contextual integrity can be used to analyze data practices for their appropriateness
by identifying the contextual factors of a situation, the informational norms associated
with them and whether an actual practice adheres to those norms or violates them.
Context-relative privacy norms may be codified, e.g., in laws, rules or procedures, but
frequently such norms are implicit as part of conventions, moral values and people’s
expectations of privacy.

As people go about their daily lives, they transition through many, sometimes
overlapping contexts, and in doing so engage in a continuous and dynamic boundary
regulation process to manage their privacy.* People’s context-specific privacy preferences
are affected by external changes, such as changes in context, actors, information or
transmission principles, as well as internal changes, such as changing privacy attitudes,
preferences, prior experiences or new knowledge. People make adjustments to their
behavior in an attempt to negotiate an achieved level of privacy that aligns with their
privacy preferences. As already discussed, this process is subject to uncertainty and
bounded rationality, as well as external constraints, such as the inability to prevent a
certain data practice.

An important aspect of this dynamic boundary regulation process is the intention
to balance privacy preferences, expectations and achieved privacy. If the achieved
privacy is less than what is preferred, a privacy invasion occurs. If the achieved privacy
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is more than desired, it results in social isolation. Thus, privacy regulation is not just
about keeping information private, but rather about finding—and helping users find—
the desired balance between privacy and information sharing for a given context.”’

This pertains both to managing one’s privacy toward a data processor and managing
information in contexts that involve interpersonal interactions. When multiple people
or entities have access to certain information, privacy management becomes a collective
task that relies on the negotiation of mutually acceptable privacy rules about further
processing or sharing of that information. Private information turbulence—misalignment
of or disagreement about what is appropriate or invasive—occurs when such rules are
violated or have not been effectively negotiated in the first place.*

5.2.3 Manipulation of Privacy Behavior

Privacy-related decisions and behavior, such as what information someone is willing to
disclose, can be manipulated through system design. A system’s choice architecture—
what and how choices are presented to a user—has a substantial impact on users’
information disclosure and sharing behavior. Dark patterns are interface or system
designs that purposefully exploit cognitive and behavioral biases in order to get

people to behave a certain way regardless of whether that behavior aligns with their
preferences. Some common privacy dark patterns include the following:*

« Default settings—Default settings frequently exploit status quo bias. Most
people do not review or change default settings, which in the case of privacy
means that opt-out choices, such as opting-out of targeted advertising or
marketing use of contact information, are rarely exercised even though people
may not like those practices. Similarly, preselecting a certain option nudges
users towards accepting that choice.

« Cumbersome privacy choices—Making it more difficult, arduous and lengthy to
select a privacy-friendly choice compared with a privacy-invasive one deters
users from privacy-friendly options.

« Framing—How a choice is described and presented can affect behavior. An
emphasis on benefits, a de-emphasis on risks or the presentation of trust cues
may lead to people making riskier privacy decisions than they would with a
neutral presentation of choices.*

« Rewards and punishment— Users are enticed to select a service’s preferred
choice with rewards or are deterred from privacy-friendlier choices with
punishments. For instance, granting a mobile app access to location data
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may enable certain services that are not available otherwise. Rewards and
punishments are particularly problematic when they are not directly related
to the choice, i.e., when choosing a privacy-friendly option poses stronger
constraints than is necessary. Rewards, in particular, such as a meter that goes
up when you add more information to your online profile, leverage the human
need for immediate gratification.*

o Forced action—Users must accept a data practice or privacy choice in order to
continue to a desired service (hyperbolic discounting), regardless of whether
they actually agree with the practice. They are forced to act against their privacy
preference.

« Norm shaping— Other people’s observed information-sharing behavior, say, on
a social media service, shapes the perceived norms of information sharing on a
platform and individuals’ own disclosure behavior. For example, a controlled
experiment showed that people who see more revealing posts in the feed of a
photo-sharing service tend to consider such photos more appropriate and are
more likely to share more revealing information themselves than those who see
less revealing photos.*” Thus, the algorithm for determining news feed content,
which might purposefully highlight or suppress certain content to activate such
anchoring effects, has a lot of power in steering users’ behavior, regardless of
whether the displayed posts are actually representative of user behavior.

« Distractions and delays—Even small distractions or delays can create a distance
between awareness of privacy risks and behavior that can cancel out the effects
of a privacy notice.*”

Such manipulations of privacy behavior are unethical, as they constrain people
in their self-determination and agency over their privacy. Moreover, manipulations
of privacy behavior further exacerbate the misalignment between people’s privacy
preferences, expectations and their actual behavior and the data practices to which they
are subject.

Furthermore, tricking people into agreeing to data practices that do not meet their
preferences or behaving in ways that go against their privacy concerns and preferences
can result in increased regrets by users. Such regrets may intensify the perception that
their privacy has been violated, and ultimately can negatively affect people’s adoption of
technology or result in outcries in social media as well as bad press.

Even if your intentions are good, the user interface of your privacy notices and
controls can unintentionally mislead your users, cause surprise about unexpected
data practices, get people to agree to data practices or set privacy settings in ways that
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do not align with their preferences, or accidentally promote oversharing resulting in
regret. Therefore, UX design plays an important role in making privacy information and
controls understandable and usable.

5.3 Usability and User Experience

The key to creating usable privacy notices and controls is UX design, sometimes also
referred to as customer experience design. Well-designed privacy interfaces support
users in forming an accurate understanding of a system’s data practices and provide
them with the right tools and support for managing their privacy. Depending on the size
of your organization, you might have dedicated UX designers, UX researchers or UX
engineers who are responsible for the user-facing side of a product, or your organization
might outsource some UX research or design work. However, UX professionals are not
necessarily trained or experienced in designing privacy user experiences. Therefore, it

is important for privacy professionals to work together with UX professionals to ensure
that privacy requirements and users’ privacy needs are taken into account. It is useful for
privacy professionals to be aware of the UX design process and general methods in order
to make informed decisions about when and how to work with UX professionals on the
design of privacy interfaces. Even just posting a privacy policy on your website is a UX
design decision, and too often one that is made without properly considering the UX
and how it impacts the user.

5.3.1 What is UX?

UX design has one major goal: designing systems and processes to meet users’ needs.
This includes fostering understanding of how the system works, building systems that
are useful for people and ensuring that people are able to use the system as intended.
Ideally, people should also enjoy using the system.

5.3.1.1 Usability

At the core of UX is usability, i.e., how easy a system or interface is to use. ISO 9241-11
defines usability as the “extent to which a system, product or service can be used by
specified users to achieve specified goals with effectiveness, efficiency and satisfaction
in a specified context of use.”* Jakob Nielsen, one of the pioneers of human-computer
interaction, distinguishes the following components that determine a system’s
usability:*

o Learnability—How easy is it for users to accomplish basic tasks the first time
they encounter the system?
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o Efficiency—Once users have learned the system, how quickly can they perform
tasks?

« Memorability—When users return to the system after a period of not using it,
how easily can they reestablish proficiency?

« Errors—How many errors do users make, how severe are these errors and how
easily can they recover from the errors?

o Satisfaction—How pleasant is it to use the system?

Consider, for example, the task of unsubscribing from a promotional email. The
effectiveness of an email opt-out mechanism would be determined by whether a person
can find the opt-out in the first place and whether they can understand what steps

to undertake to complete the opt-out (learnability), execute those steps in the right
order and achieve the intended result (success/errors) and later check or change their
setting (memorability). Efficiency would be determined by the number of steps and the
amount of time it takes to complete the opt-out. Satisfaction would be determined by
the perceived ease or difficulty of completing the task and whether it was a pleasant and
supportive process or one that was arduous and confusing.

5.3.1.2 Utility

A concept closely related to usability is utility.*® Utility is about functionality. Does
the system support users in satisfying their needs and accomplishing their goals? An
interface can be very usable, but it is useless if it does not align with users’ actual needs
and expectations.

For example, the unsubscribe mechanism might be easy, fast and pleasant to
use (great usability), but only gives users the option to unsubscribe from all of an
organization’s communication or none of them, even though some users might want
to unsubscribe from marketing emails but continue receiving important notifications
about their account activity. As a result, people may not use the very usable opt-out
mechanism because it is not useful for them.

A system with high utility meets the exact needs of users. A useful system has both
good utility and good usability.

5.3.1.3 User Experience

As the discussion of utility and usability suggests, usability is important but, on its
own, often not sufficient to characterize what constitutes a good or bad experience for
users. UX design takes a more holistic perspective that places users and their needs at
the center and “encompasses all aspects of the end-user’s interaction with the company,
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its services, and its products.™ This might include the actual product; terms of service
and privacy policies tied to the product; the product’s purchase, unboxing and sign-up
experience as well as customer support, documentation, manuals, privacy settings and
so on.

A system’s UX encompasses the extent to which a system meets users’ needs (utility),
usability, aesthetics and simplicity, and the joy, emotional reactions and fulfillment a
system provides. UX design therefore integrates user interface design, engineering,
visual design, product design, marketing and branding as well as business models and
related considerations.

5.3.2 User-Centered Design Process

Good UX design does not just happen. Similar to engineering practice, UX design
follows a principled and systematic process. At the center of the design process are
users—typically a set of anticipated user populations and stakeholders. While different
methodologies follow slightly different steps, generally the user-centered design process
consists of three phases—research, design, evaluation—with projects typically going
through multiple iterations of the user-centered design process to iteratively refine
designs and better align them with user needs.

5.3.2.1 UX Research: Understanding Context of Use and User Needs

UX design starts with research and analysis. The goal of this phase is to understand the
context in which a certain system and its UX will operate and function. An important
aspect of this is identifying a system’s user populations and then analyzing their specific
characteristics and needs as they relate to both the system and its context of use. This
often includes learning about people’s mental models of systems or processes in order to
identify and understand potential misconceptions.

Common user research methods and activities include semistructured interviews,
diary studies, contextual inquiry, survey research and usability tests (with the current
system or related competitors). User research is typically complemented by desk
research, involving competitive analysis, heuristic evaluation and review of relevant
academic research and literature. Personas, scenarios, user journeys and affinity
diagrams are tools used for synthesizing findings into higher-level insights that can be
used and referenced throughout the design process.**

Based on the research findings, the requirements for the UX design are defined. This
includes specifying which user needs and goals have to be addressed to be successful,
including respective metrics. Design requirements have to consolidate potentially
contradicting user needs, business goals and regulatory requirements.
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Conducting UX research is quite comparable to conducting a privacy impact
assessment (PIA), despite the different focus (user versus privacy). Like a PIA,
UX research requires planning to ensure specific activities are generating relevant
information and are comprehensive.* Both a PIA and UX research require
identification and consultation of relevant stakeholders. A PIA includes mapping out
a system’s information flows; UX research involves mapping out users’ journeys and
interactions with a system. A PIA assesses and identifies privacy risks; UX research
identifies user needs and usability issues. A PIA provides recommendations for
mitigating privacy risks; UX research produces design requirements to meet user needs
and mitigate usability issues. The parallels between PIAs and user-centered design go
even further. Just as a PIA is not just “done,” but is better understood as a continuous
or recurring process in which PIA documentation is updated and adapted according to
changes to the system, UX research is also iterative, accompanying development and
deployment of systems. These similarities provide opportunities for integrating UX
research aspects into PIAs and vice versa.

5.3.2.2 UX Design: Meeting User Needs

The requirements identified in the research phase inform the design phase. UX

design aims to find and create solutions that meet user needs, as well as other system
requirements. Good UX design takes users’ cognitive and physical characteristics into
account. UX design is highly iterative and user centric. Solutions are developed in an
iterative process that aims to put potential solution designs into the hands of users early
on and throughout the refinement process in order to ensure that designs are properly
supporting user needs. Designs typically start with very basic prototypes, often sketches
and paper prototypes, which look far from the final product but make it possible to
simulate and test interaction flows before investing time, effort and resources in further
development. This facilitates creative exploration of the solution space—including
unconventional, novel ideas—in relatively little time and at low costs. The fidelity of
prototypes increases throughout the design process as ideas from different designs get
consolidated or trimmed away based on feedback gained through user testing, until the
final design is implemented fully.

Good practice in UX design is to leverage established best practices—design
patterns—when possible and appropriate. Design patterns encapsulate reusable
solutions for common UX challenges. Leveraging established design patterns or
language can substantially ease learnability because people are already familiar with
a certain interaction. However, design patterns are patterns rather than off-the-shelf
solutions, which means they are concepts that typically have to be adapted to a system’s
specific context of use and UX requirements.
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While we discuss elements of privacy design patterns in Section 5.4, unfortunately,
we don’t yet have a good set of tested design patterns for privacy interfaces that we can
recommend. There are certainly many design patterns for privacy interfaces that are
widely replicated across many products and websites, but some of these actually suffer
from fundamental usability problems.*® For example, many cookie banners ask users to
accept a website’s use of cookies without actually offering a choice. This could actually
be considered a forced-action dark pattern. Better cookie banners either provide an
informational notice without requiring user consent or offer users a meaningful choice.
So, while we suggest looking for privacy patterns that you might replicate, choose your
patterns carefully. Once you have designed and tested a privacy interface within your
organization, try to use the same pattern when a similar interface is needed for other
products and services your organization offers.

5.3.2.3 UX Evaluation: Validating That User Needs Are Met

Throughout the design process, designs should be iteratively evaluated with current

or future users of a system. As such, the design phase and the evaluation phase are
closely interlinked. The purpose of UX evaluation is to validate that the system’s
designs and prototypes indeed meet the user needs and requirements identified in

the research phase. Evaluation methods are often the same or similar to the user
research methods mentioned in Section 5.3.2.1, with the addition of A/B testing

and production deployment of developed solutions. UX validation may include both
quantitative assessments (e.g., log file analysis, interaction times, success rates) and
qualitative assessments (e.g., perceived usability, perceived cognitive load, joy of use,
comprehension), with both providing important insights to evaluate and further refine
designs and potentially also the design requirements. We discuss common user research
methods for evaluating privacy user experiences in Section 5.5.

5.3.3 Value-Sensitive Design

An important realization for designing privacy interfaces and user experiences

that meet people’s privacy needs and address their privacy concerns is that privacy
constitutes a value, i.e., privacy is considered important by individuals and society, but
also competes with other values and norms. In addition, privacy preferences, concerns
and expectations are not uniform but rather context-specific, malleable and fraught
with uncertainty, as we discussed in Section 5.2. Privacy can therefore be more difficult
to specify as a design requirement and measure whether a design achieves the desired
privacy compared to other usability or UX aspects, such as efficiency or error rates.
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Value-sensitive design is a design approach that accounts for ethical values, such as
privacy, in addition to usability-oriented design goals.”' Value-sensitive design methods
help to systematically assess the values at play in relation to a specific technology and
respective stakeholders and the ways the technology might meet or violate those values.
They also help to iteratively develop designs that are sensitive to and respectful of those
values. Friedman et al. reccommend the following steps to integrate value sensitivity into
design practice.** As you will note, many of the steps are also relevant in PIAs as well
as in UX research and design in general. The difference is that value-sensitive design
places at the center of the design process not just people and their needs but also values
important to them.

1. Clarify project values—What values do a project and the project team aim to
support? What do privacy, informed consent, transparency or other privacy-
related values mean for this project and team?

2. Identify direct and indirect stakeholders—A value-sensitive approach to
stakeholder analysis aims to identify stakeholders directly impacted by
technology (e.g., data subjects, data processors) as well as those that are
indirectly affected (e.g., bystanders incidentally recorded by the sensors of a
self-driving car passing by or other household members that may use a smart
home device or be recorded by its sensors). Privacy needs and expectations
may also vary based on stakeholders’ characteristics and group identities.
Individuals may be part of multiple stakeholder groups.

3. Identify benefits and harms for stakeholders—What are the potential benefits
or harms for each identified stakeholder group? Benefits and harms should be
considered on an individual, societal and environmental level. This analysis can
include both conceptual as well as empirical investigations, e.g., semistructured
interviews or other user research methods. In interviews, a simple but
illuminating practice is to ask why when people express positive or negative
sentiment about a system or design in order to more deeply understand their
reasoning and motivations or concerns.

4. Identify and elicit potential values—Identified benefits and harms are a
starting point for identifying corresponding values. This mapping can be
straightforward, e.g., an unanticipated data-sharing practice affects privacy. But
they can also be indirect, e.g., surveillance practices may have a chilling effect,
curtailing people’s self-expression.
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5. Develop working definitions of key values—Define what constitutes a specific
value and spell out the components that make up the value in order to
operationalize it for a specific context. For instance, informed consent is
composed of, on the one hand, discovery, processing and comprehension
of information and, on the other hand, voluntariness, comprehension and
agreement.** Rather than inventing new definitions for important values, it is
useful to rely on prior definitions and research in the literature to more deeply
understand a value and its components.

6. Identify potential value tensions—Values do not exist in isolation and frequently
conflict with each other as well as other requirements. However, value tensions
rarely pose binary tradeoffs. (For example, “you can have security or privacy,
but not both.”) Rather, they may place constraints on potential designs. (For
example, “how might we satisfy the security requirements while also respecting
the privacy requirements.”)

7. Value-oriented design and development—Value-sensitive design focuses not just
on the design of technology but rather on the co-evolution of technologies and
social structures. In the case of privacy, this means considering the interplay
of technological solutions, regulatory solutions and organizational solutions
and their social impact when trying to resolve identified value tensions. The
implications of technologies on values can be investigated early on in the design
process through value-oriented mockups and prototypes that are evaluated
or potentially deployed with users. The ability to iteratively address and refine
technologies and user experiences to align with stakeholders’ values can be
supported by building flexibility into the technical architecture so necessary
changes can be made easily.

5.4 Design of Privacy Interfaces

While the previous section provided an overview of UX design more generally, we now
focus on the design of user experiences specifically for privacy. We first discuss prevalent
types of privacy interfaces, followed by common usability issues of privacy interfaces,
before describing principles for usable privacy design and a process for implementing
those principles in design and engineering practice.
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5.4.1 Types of Privacy Interfaces

From an information-processing perspective, the data life cycle consists of multiple
phases: data collection, data processing, data retention, data transfer and data deletion.>*
From a UX perspective, these phases need to be accompanied with privacy interfaces
that implement established privacy principles and user rights:

« Transparency about data collection, processing and sharing practices, as well
as privacy and security measures taken to protect user data, and information
about who in an organization is responsible for privacy oversight and how to file
complaints. Transparency is typically addressed through privacy notices.

« Choice regarding (nonessential) data collection, processing and sharing
practices, including secondary uses of data. Choice is typically provided
through consent interfaces.

« Control over the use and exposure of data, e.g., to other users on a platform.
User control is typically provided through privacy settings.

« Access to the data an organization has about the user in order to facilitate
inspection, correction, deletion and export of that data. User access is typically
provided via privacy dashboards.

Next, we provide an overview of common privacy interface types for each category.

5.4.1.1 Privacy Notices

Privacy notices aim to provide transparency about an organization’s data practices

and other privacy-related information, such as measures taken to ensure security and
privacy of users’ information. Privacy notices need to be provided to users—typically
before a data practice takes place—and explain what information about data subjects

is being collected, processed, retained or transferred for what purpose. Laws and
regulations in different countries may pose specific transparency requirements in terms
of what information needs to be provided, when it needs to be provided and how it
needs to be provided. Privacy notices can take different shapes and forms:

« Privacy policies—Privacy policies are probably the most common type of
privacy notice. A privacy policy holistically documents an organization’s data
collection, processing and transfer practices and also includes other privacy-
related information. While most common, privacy policies are also among
the most ineffective privacy user interfaces. Most people do not read privacy
policies, as they have little incentive to do so. Privacy policies are typically long
documents. Aleecia McDonald and Lorrie Faith Cranor estimated in 2008
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that reading all privacy policies of the websites an American internet user visits
in a year would take about 244 hours.** Thanks to the proliferation of mobile
apps, wearables and internet of things (IoT) devices since then, the number of
privacy policies one would have to read and the actual time required for that
are likely much higher today. Privacy policies further require advanced reading
skills because of heavy use of legal jargon and often remain at an abstract level,
especially when organizations use a single privacy policy to cover a multitude of
services or products with many different data-processing practices. Thus, even
if a user reads a privacy policy, they may not understand how data about them
is actually collected, used or transferred in the context of a specific transaction.
Finally, the effort required for reading and understanding a privacy policy is
rendered useless by the fact that most privacy policies also contain provisions
that the policy may be updated at any time.*

Informational privacy resources— Organizations often complement privacy
policies with informational resources that summarize or highlight important
data practices and aim to communicate the value and role privacy plays for the
organization to its users. These resources serve the purpose of educating users
about how their data is used and protected, as well as what privacy choices

and settings are available to them. The content should be consistent with the
organization’s privacy policy but presented more concisely and often with visual
aids or videos to make the information more accessible and easier to understand
for a general audience. While better at informing users about data practices than
privacy policies, these informational privacy resources still need to be actively
sought out by users, which means most users won’t see them.

Integrated privacy notices—Privacy policies and privacy information resources
are often decoupled from a user’s interactions with a service and product—a
user must seek them out to learn the pertinent information. Integrated privacy
notices are instead presented in a relevant part of the service or product’s UX.
For instance, an account creation process may include short explanations about
how requested information (e.g., email address) will be used and protected.

Privacy indicators—Privacy information can also be conveyed via privacy
indicators—cues in a user interface or on a device. Privacy indicators are
particularly useful for conveying either the state of a data practice (e.g.,, an LED
indicating when a video camera is recording) or the state of a privacy setting
(e.g., asmallicon in a social media site’s message posting interface indicating
the post’s audience).
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« Privacy reminders—Organizations may choose or be required to remind people
about data practices they are subject to. For instance, financial institutions
in the United States are required to provide an annual privacy notice to their
customers under the Gramm-Leach-Bliley Act (GBLA). However, privacy
reminders can also take a more proactive shape and make users aware of data
practices they had previously agreed to or nudge them to check and update their
privacy settings.

5.4.1.2 Consent Interfaces

User consent is an established way to legitimize a data practice. To be valid, consent
needs to be a freely given, specific, informed and unambiguous indication of an
individual’s agreement.”” This means consent should pertain to a single data practice
rather than be bundled together with consent for multiple data practices. Individuals
need to be provided with sufficient information to make a consent decision, and it must
be equally possible to agree or disagree. Consent interfaces typically need to enable
users to provide or deny initial consent as well as check their consent status and possibly
change it, which may mean revoking consent.

Consent interfaces generally support two kinds of consent: opt-in consent and opt-
out consent. In the case of an opt-in, consent is obtained before a data practice takes
place, i.e., the data processing the consent request pertains to does not start until the
data subject explicitly consents. In the case of an opt-out, the respective data practice
occurs as if the data subject had provided consent. A person’s use of a service or product
is assumed to be an expression of agreement with the respective data practices. An opt-
out then is an option for the individual to stop a certain data practice. Opt-in consent
can serve to make users aware of a data practice for which they have a choice they might
otherwise not be aware of, and they might want to object to. Opt-outs carry the risk of a
user not being aware of a data practice and being surprised or angry when they find out
the data practice had been going on without their awareness or agreement.

Consent interfaces can be implemented in many different ways—most privacy
settings are also consent decisions of some kind—but there are some general types of
consent interfaces that can be distinguished:

« Integrated consent prompt— Opt-in consent requests are typically integrated into
asystem’s UX. Examples include requests to accept a product’s terms of service
or privacy policy before use, or checkboxes to opt into data use for nonessential
purposes during account creation. Requiring users to uncheck prechecked
boxes to opt out of a data practice during setup is a discouraged dark pattern.
The risk is that people may overlook the option or see it as a recommendation
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and continue without properly considering it. While this might mean that
more people keep a data practice (i.e., they do not uncheck the prechecked
box), it is useless as a documentation of informed consent because it cannot be
guaranteed that a user made an actual decision to keep the practice.

« Decoupled opt-out— Opt-outs might be decoupled from a user’s interaction
with a system, e.g., when they are described in a privacy policy, or in separate
advertising or cookie policies, or when they are part of privacy settings. The
challenge with decoupled opt-outs is that people have to seek them out and may
not be aware of their existence or of the data practice they pertain to.

« Integrated opt-out— Certain opt-outs are integrated with the UX. One example
is an Unsubscribe link in email communication. The advantage of integrated
opt-outs is that they are present in the context in which people might need and
want to use them.

« Delegated consent—Sometimes consent is not directly obtained by the first
party but rather by a different service or platform provider. One example for
delegated opt-in consent is a mobile permission. Apps do not directly ask
users for access to resources on the smartphone (e.g., location, contacts, text
messages), but instead programmatically declare required permissions to the
smartphone. The smartphone operating system then generates a respective
permission prompt, asking the user to accept or deny a permission request.
An advantage of this model is that the presentation and functionality of
permission requests are consistent regardless of the underlying app, which
facilitates learnability of the interface and reduces cognitive load. An example
of delegated opt-outs are opt-outs for ad targeting, which are often provided
by third parties—either a specific ad company (e.g., Google, Facebook) or an
industry association such as the Digital Advertising Alliance (DAA), Network
Advertising Initiative (NAI) and the Interactive Advertising Bureau (IAB). A
challenge with such delegated opt-outs is that the first party has little control
over the usability of the consent mechanisms.

5.4.1.3 Privacy Settings

Privacy settings typically aggregate the privacy choices and controls available to a user
of a given product or service in one place. Privacy settings are typically available from
within account settings or referenced in the privacy policy, ideally both. Privacy settings
interfaces can integrate a multitude of controls, including controls to inspect and change
previously made consent decisions, settings to regulate the granularity of information,
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settings to regulate the visibility of one’s information (e.g., what information is public,
visible to friends, or private), and settings to manage the sharing of information with
users or with other apps or services. We distinguish two types of privacy settings:

o First-party privacy settings—Privacy settings commonly refer to settings made
available by the service provider or product manufacturer. The service provider
controls what settings are made available, how they are made available and how
they are integrated with the overall UX.

o Platform privacy settings—W hat information an app or service has access to
is also often controlled by the privacy settings of the respective platform used
to provision the service, such as a mobile operating system for mobile apps,
a smart assistant platform for voice-based skills or actions, or a web browser.
Platform privacy settings may be specific to a certain service or app (e.g., app
X can access location; app Y can't) or may allow users to set general privacy
settings (e.g., whether third-party cookies are accepted or tracking protections
are enabled).

5.4.1.4 Privacy Dashboards

Privacy dashboards typically give users access to the data an organization has about
them. This may be in the form of activity timelines, data summaries or access to the
actual data. Privacy dashboards should further provide support for other mandated
user/data subject rights, such as enabling users to correct data or request rectification of
inaccurate data. Users should further be able to export their data as well as delete some
or all of it.

Often, privacy dashboards not only facilitate data access, edit, deletion and
support but also include all of an organization’s privacy settings, and possibly privacy
information resources and privacy policies, in order to create a single destination for
users for all things privacy.

5.4.2 Common Usability Issues of Privacy Interfaces

While privacy interfaces for transparency, control and support of different user

rights exist, many privacy interfaces still fail to help people make informed decisions
with respect to the collection and processing of their personal information.® This is
problematic not just for consumers but also for companies, as it may lead to users being
surprised by unexpected data practices and dissatisfied by frustrating user experiences,
and may foster general distrust in the company. Many usability problems of privacy
interfaces can be traced back to several common issues.
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5.4.2.1 Conflating Compliance and User Needs

Frequently the creation of privacy interfaces, including privacy notices, controls and
privacy settings or dashboards is driven by the goal of achieving compliance with
respective legal and self-regulatory requirements. As a result, privacy interfaces, and

in particular privacy policies, are created in a way that will demonstrate compliance

to regulators. In turn, regulators such as data protection authorities or consumer
protection agencies rely on an organization’s privacy notices and controls in their
investigation and enforcement of regulatory compliance.’® Unfortunately, users’ privacy
needs are often neglected in the process. Privacy notices are written by lawyers for
lawyers, resulting in lengthy privacy policies or terms of service that are necessarily
complex because the respective laws, regulations and business practices are complex.®
In addition, organizations may create policy statements that are purposefully vague to
create leeway for potential future uses of collected data, which makes notices even more
difficult for users to understand.® Privacy notices are not written as tools for creating
awareness and transparency for users. Similarly, privacy controls are implemented
according to regulatory requirements, but may not be sufficient to meet the actual
privacy control needs of users. Yet, those privacy notices and controls are treated as if
they were providing transparency and control to users.

Designing for users’ privacy needs does not require neglecting or ignoring regulatory
requirements. Rather, it is essential to distinguish between the information that must
be provided for compliance reasons and the information that users might need to
make informed privacy decisions—they are sometimes the same, but often not. As
users are unlikely to read privacy policies, relevant information needs to be provided
to them through additional means in order to reduce surprise. Similarly, privacy
controls and choices required by regulation must be provided in a usable and useful
manner. Furthermore, additional privacy controls may be necessary to ensure that users
can control privacy in alignment with their context-specific privacy preferences and
expectations.

5.4.2.2 Lack of Meaningful Choices

Too often, users are forced to make impossible choices: Either accept everything in the
terms of service and privacy policy or do not use the service or product. Such take-it-or-
leave-it choices are bad for both consumers and organizations. Consumers might accept
the terms of service or privacy policy but are unlikely to have read or understood them.
This fosters surprise about unexpected data practices and privacy harms, which in turn
can result in outcries on social media and in the press and lead to consumer distrust,
damaged reputation and possibly investigations by regulators for deceptive practices or
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violations of transparency requirements if it is not a reasonable expectation that users
would be aware of a practice.

Additionally, forcing users to accept data practices they disagree with, because they
otherwise cannot use a service or product, fosters digital resignation.®® If you rely on
consent as the legal basis for processing, it is important to ensure that consent is specific,
informed and freely given.

5.4.2.3 Poor Integration with UX

Privacy notices and consent prompts are often shown at inopportune times, without
regard for the user’s primary task. Providing users with all privacy-relevant information
when downloading an app or signing up for a service is common practice, but futile
from a UX perspective. When a consumer decides to download an app or sign up for a
service, they do so because they want to use the app or service, and anything delaying
use—such as asking to accept a long privacy policy or configuring privacy settings—is
likely to be dismissed or accepted quickly without much scrutiny. Privacy management
is almost always a secondary task, which means privacy interfaces need to be designed
to blend in and augment the primary UX rather than blocking it.

In addition, repeated exposure to seemingly irrelevant privacy notices or
dialogs results in habituation. This means that people dismiss the notice or prompt
automatically without its content even registering in their cognitive processing system.®

5.4.2.4 Poor Discoverability

Often privacy notices, opt-outs and other controls are decoupled from a system’s
primary UX. This dissociation of privacy interfaces from a system has severe usability
consequences. Without being exposed to privacy interfaces as part of the system’s UX,
users require substantial digital literacy and an advanced mental model of how a certain
technology works in order to anticipate a system’s data practices and what privacy
information or privacy controls might be available to them.®*

Furthermore, if a user wants to seek out privacy information or controls, they must
know where to look. However, where privacy information and controls are provided
is not consistent across services and products. Some might have account settings that
include privacy settings, some might have separate privacy settings, others might have
privacy settings but also provide additional privacy-related controls under other settings
or in policy documents.®® As a result, people may have to look in multiple places, search
in the wrong places, or even worse, assume that they found all relevant privacy controls
without realizing that additional controls are provided in another place.
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5.4.2.5 Confusing Interfaces

When privacy interfaces are not designed carefully, they may be confusing and

suffer from usability issues that could have been uncovered through user testing.
Some common issues include wording or signage (e.g., an icon) that is confusing or
ambiguous, privacy choices and opt-outs whose effects are unclear, or privacy controls
that behave contradictory to expectations.

5.4.3 Privacy Design Principles

Following a set of privacy design principles and a systematic process makes it possible
to design privacy user experiences that are usable, useful and meet users’ needs for
information and control while also being compliant with privacy laws and regulation.®’

5.4.3.1 User Centric

Privacy legislation, privacy technology and privacy management are centered

on information. What information flows and practices are permissible? How can
information be protected, de-identified or processed to enhance privacy? What
information does the organization collect, store, process and transfer, as well as what
safeguards and processes are in place to ensure accountability and compliance with
internal and external policy? Designing usable and useful privacy user experiences,
however, requires a shift in focus: While information is of course still relevant, the focus
needs to be on users and their interaction with a system’s privacy interfaces. Privacy
design must be user centric to be effective.

A UX s successful when it meets users’ needs. For privacy interfaces, that means first
understanding what the privacy needs of different stakeholders and user populations
are, both their informational needs and their control needs. Identifying those needs
requires investigating and understanding people’s privacy preferences, concerns
and expectations with respect to a specific information system. It further requires
understanding users’ mental models of the technology, its data practices and its privacy
protections. Such insights help determine what information may be necessary to help
users make informed decisions or create awareness of otherwise unexpected data
practices. Furthermore, it is important to understand users’ privacy control needs in
terms of managing privacy toward the organization and toward other users on multiuser
platforms or to regulate the visibility of their data.

When designing privacy notices and controls, it is helpful to be aware of how
humans receive, process and react to information. Wogalter’s communication-human
information processing (C-HIP) model explains how humans perceive, process and
react to warnings.*® The Human in the Loop (HILP) model adapts the C-HIP model
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for security (and privacy).®” These models describe a similar progression of steps in
human information processing, which, if not considered properly, can present a hurdle
for a privacy interface in achieving its goal. The key steps of the information processing
model as they pertain to privacy are as follows:

1. Communication—Human information processing begins with how information
is communicated to a person. A user interface aims to communicate something
to the user, e.g., certain privacy information or the availability of a privacy
control. This communication may be affected by environmental stimuli that
compete with the privacy interface; for example, the user’s primary task or
other interface elements or system features may make it difficult to notice
the privacy control. Interference may prevent users from even receiving the
communication; for instance, being distracted by other activities, people
nearby, or ambient noise when privacy information is shown (e.g., in a video)
may cause a user to miss it.

2. Attention—Users need to notice the privacy interface before they can
process it. Thus, effective communication has to get users to switch attention
to the privacy interface and maintain attention long enough to process it.
Environmental stimuli, interference and characteristics of the communication
(how it is presented and delivered) affect attention switch and maintenance.
Habituation also impacts attention, i.e., the effect of a stimulus decreases over
time. For example, presenting too many or repetitive privacy notices to users
will likely result in them ignoring the notice content.

3. Comprehension—Once users notice an interface, they need to understand
its purpose. What is it there for and what is it communicating to the user? A
person’s digital literacy and privacy awareness may affect how they interpret
provided privacy information or controls. Are they aware of the privacy risks
and implications associated with the options presented in a consent prompt?
How accurate is their mental model of the system’s data practices and privacy
protections?

4. Intention—Based on a user’s comprehension of the interface, they may or may
not be motivated to act upon the provided information or engage with a privacy
control. The user’s intention is further affected by their privacy preferences,
concerns and expectations.

5. Behavior—As discussed in Section 5.2, actual privacy behavior can deviate
from the user’s respective privacy decision. Usability issues with the
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presentation of choices as privacy settings and controls can result in users
making errors.

User-centric design of privacy interfaces should consider how to best support each of
these phases. When trying to analyze usability issues of privacy interfaces, it is further
helpful to isolate which information processing phases are affected in order to address
them properly.

5.4.3.2 Relevant

Privacy policies are ineffective at supporting privacy decision-making because they
aim to provide a complete and comprehensive overview of an organization’s data
practices. While such an overview is useful for regulators and researchers to analyze
an organization’s data practices, it holds little value for most consumers. Consumers
are asked to complete a complex cognitive task in trying to map a policy’s abstract
descriptions of data practices to the specific context and transaction in which they are
engaging with the respective organization.

To be useful for privacy decision-making and behavior, privacy information and
controls need to be relevant to the user’s specific context or transaction. For example,
for someone visiting a news website for the first time, there is very little use in reading
the news site’s privacy policy completely. At this point, it would not be relevant to
them how the news site uses contact information provided during account setup, how
financial information provided when signing up for a subscription is processed and
secured or what data is transferred when one enters into a sweepstakes the news site
might offer together with a marketing partner. Instead, when visiting the news website
without an account, it would be most relevant to the user whether the news site tracks
what articles are being read, how that information is used (e.g., for site analytics, ad
targeting), whether and which other third-party trackers are present on the news site
and whether there is an option to opt out of such tracking. However, finding these pieces
of information in a privacy policy is tedious, because the information is often organized
around data practice categories (e.g., collection, use, sharing) rather than common
types of interaction contexts (e.g., news reading without account, account creation, site
use with account, subscription, sweepstakes).

While organizing information in a privacy policy according to typical user contexts
can be helpful, rather than hoping that users might find the relevant statement in the
privacy policy and then arrive at the accurate interpretation of the statement, the
information or controls that are relevant to a particular context should be provided
within the respective UX. This does not mean that every part and step of a system’s user
interface should be covered in privacy policy text. Instead, relevant information and
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controls should be easily accessible from within a context and organized according to
the steps in user journeys typical for different user populations.

Furthermore, the information and controls provided to users should support their
understanding of specific data practices. Rather than providing abstract descriptions,
privacy notices should be explicit about what information is specifically being collected,
processed or shared in a given context or transaction, why this data practice is necessary
and how it benefits the data subject (if at all), and what controls are available regarding
the practice. Ideally, privacy notices and controls would not just be specific to a data
practice but also to the individual user. For example, Harbach et al. proposed improving
mobile permission dialogs by including personal examples from the user’s phone of
what an app would gain access to if a request were granted (e.g,, alocation request would
show the current location, a photo access request would show thumbnails of a random
selection of the user’s photos).”

Users should also be informed about potential privacy risks associated with certain
data practices. While it might seem counterintuitive to emphasize risks associated
with one’s system—organizations like to highlight the benefits of their products, not
associated risks—openly communicating risks can have multiple advantages. First,
some users might be thinking of risks anyway, but may overestimate them. Open risk
communication can help users calibrate their risk assessments. Second, users who are
not aware of the risks might be surprised and angry if they find out about the risks later
or are affected by them. Open risk communication can help mitigate surprise and help
shape user’s mental model of a system. Third, openly communicating risks is also an
opportunity to actively communicate the protective measures in place to mitigate the
risk and protect the user’s privacy.

5.4.3.3 Understandable

When presenting privacy information or providing privacy controls, it is important that
the information and controls are understandable by the users they are targeting. This UX
best practice is starting to find its way into privacy regulation. For instance, the GDPR
requires that “any information and communication, where processing is addressed to a
child, should be in such a clear and plain language that the child can easily understand.””!

In practice, understanding privacy policies frequently requires advanced reading skills.
In 2019, as part of their Privacy Project, The New York Times analyzed the privacy policies
of 150 popular websites and apps.”> They found that most analyzed policies required
college-level reading skills. To put this into perspective, they compared the reading skills
required for privacy policies with those of popular books. Most of the analyzed policies
required higher reading skills than are necessary for understanding Stephen Hawking’s
A Brief History of Time—a book about the space-time continuum. Some policies even
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exceeded the reading level required to understand Immanuel Kant’s Kritik der reinen
Vernunft (Critique of Pure Reason)—a seminal work in Western philosophy. Privacy
policies are also too long to be useful for consumers. A longitudinal analysis of the S00
most popular websites in each EU member state (over 6,750 websites in total) found that
privacy policies were on average 3,044 words long after the GDPR went into effect in May
2018— 42 percent longer than in 2016 when the GDPR was ratified.”

Clearly, users cannot be reasonably expected to fully read the privacy policy of
each service, website or app they use. Instead, by focusing on providing user-centric
information that is relevant to a user’s specific context, transaction or activity, the
provided information can be much shorter and more specific, and thus also be more
understandable. Such information would complement the privacy policy rather than
replace it, which would also mean the privacy policy could be written specifically for
regulators and privacy experts without negatively affecting users.

User-centric privacy notices, such as integrated privacy notices and informational
privacy resources, should be written in simple language that is understandable without
advanced reading skills, avoiding legal and privacy jargon. For reference, in healthcare,
it is recommended that patient educational materials should be written for sixth- to
eighth-grade reading skills.” The readability of documents, including privacy notices,
can be tested with online readability checkers, such as Readable.com.

An important aspect in achieving understandable privacy notices and controls is
to find the optimal level of abstraction that best aligns with users’ privacy needs. For
example, cookies and cookie consent notices (commonly known as cookie banners)
have received significant attention because of European legislation. However, providing
notices about cookies places the emphasis on the data collection mechanism, whereas
people tend to make decisions based on the purposes of data practices. People may
not care about cookies specifically, but they might care whether they are being tracked
regardless of the specific tracking technology, suggesting that the consent notices may
be more effective if they focused on the purposes of cookie use.

5.4.3.4 Actionable

To be useful, information needs to be actionable.” It is typically not advisable to give
users a privacy notice without an associated action or choice they can take. While
privacy information can support users in making more informed privacy decisions,
as well as help correct potentially misaligned mental models or expectations, without
something to do with that information, there is not much point in the increased
awareness. Users have little incentive to engage with provided information unless
there are also options for them to realize their privacy decisions. Therefore, privacy
information and privacy controls should go hand in hand whenever possible.
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The choices offered also need to be meaningful. Asking users to accept a privacy
policy that contains many different data practices is not a meaningful privacy choice.
Rather than providing users with agency over their privacy, it asks them to either not use
the system or accept even if they disagree with statements in the privacy policy.

Instead, choices should not be bundled, and any kind of feature limitations due
to the user’s choice should be constrained to the immediate context of that choice. A
reasonable example of this is mobile permissions in recent mobile operating systems.
Users are presented with a concise prompt when an app wants to access a phone
resource for the first time (e.g., location, contacts, photos). Users have the option to
allow or deny the request and can continue to use the app even if they select “deny,”
possibly with the exception of certain features. Ideally, a privacy choice or prompt asks
users to make a meaningful decision by providing them with options to choose among,.
Prompts that ask for confirmation only increase the risk of habituation—users clicking
the prompt away without reading it—which in turn makes it difficult to interpret their
action as an expression of freely given and informed consent.

5.4.3.5 Integrated

Privacy information and controls should be integrated with a system’s primary UX
rather than added on. Relevant information should be provided at points in a system’s
UX where users actually make privacy decisions, or where it might be important to
make users aware of data practices or privacy risks in order to help them develop an
accurate mental model of the system and its information flows. Similarly, privacy
controls and indicators (e.g., to see and control a social media post’s audience) should be
available at interaction points when they matter (e.g., when writing the post).

Whenever possible, privacy interfaces should use the same interaction methods as the
system’s primary UX. This ensures that interacting with privacy interfaces feels natural
in a system’s context and is as easy as any other user interaction with the system. For
example, when designing privacy controls for a voice-controlled system such as a smart
assistant, privacy controls like “mute” should also be available as voice commands,
because the user otherwise needs to make a shift in interaction modality (walk to device
and press a physical mute button instead of speaking to the device) that deviates from
their typically interaction with the system and may therefore be rarely used.”

Furthermore, privacy information and controls that are integrated into the UX can
be more concise—both in terms of presented information and choices—than privacy
policies and privacy settings because they can rely on the user’s interaction context to
contextualize the presented information for the user. The proper integration of privacy
interfaces into the overall UX can help prevent overloading users with information or
presenting privacy prompts at inopportune times.
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However, while integrated privacy interfaces are important, a system should still
provide a privacy policy, informational privacy resources, privacy settings and privacy
dashboards in a centralized place so that users (and regulators) can gain a more
comprehensive overview of data practices or verify and adjust their privacy settings in a
central place when necessary.

5.4.4 Privacy Design Process

To put the privacy design principles into practice, it helps to follow a systematic privacy
design process. We discuss a general process that combines UX, PIA, and value-
sensitive design.”” This process consists of six steps:

1. Build on privacy assessment, privacy management and privacy engineering practice
to systematically identify a system’s user rights and transparency requirements

2. Identify users and their privacy needs by identifying stakeholders and eliciting
their privacy expectations and privacy concerns as well as their privacy
information needs and privacy control needs

3. Identify unexpected data practices, which are those that users are unaware of or
might be surprised by, to help prioritize which data practices and controls to
highlight

4. Integrate privacy interfaces into system’s UX by determining which privacy
notices and controls are most relevant to a user at which points in the UX

S. Leverage the available design space for privacy notices and controls to develop
user-centric privacy interfaces that work within a system’s constraints

6. Conduct user testing to evaluate the usability and usefulness of developed
privacy interfaces

Next, we describe each step in detail and provide practical guidance. The process can
and should be adapted to the needs and circumstances of your organization, systems
and users.

5.4.4.1 Build on Privacy Assessment, Privacy Management and Privacy
Engineering Practice

The essential precursor for designing usable and useful privacy user experiences is a
solid understanding of the system’s information flows and data practices, as well as
the associated privacy implications. Organizations should be conducting PIAs, risk
assessments and compliance checks (with internal policies and external regulation) as
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part of their internal privacy programs. Such assessments can provide a comprehensive
overview of a system’s data practices. The recommendations resulting from a PIA

may include proposed changes to data collection practices, opportunities for data
minimization or a requirement for opt-in consent for a certain data-sharing practice.
Data minimization helps reduce the risk of using data in ways that deviate from users’
expectations—you cannot misuse data you do not collect or retain. Diligent data
minimization can further reduce the number or complexity of data practices that need
to be communicated to users.

PIAs and compliance checks can also help systematically identify the user rights
and transparency requirements pertaining to the system, which are important for the
privacy design process. The outcome of a PIA is typically internal documentation of
information flows, data inventories and a comprehensive privacy policy for a product
or the organization. While the privacy policy is likely not read by users, it can serve as
input for designing user-centric privacy notices and controls. Importantly, PIAs and the
privacy policy are just the starting point for designing user-centric privacy interfaces.

Considering the privacy implications of a system and associated transparency and
privacy control needs early on in a system’s development also provides an opportunity
to consider and improve constraints the system might pose for privacy interfaces.

For example, recognizing that a smart home camera is collecting potentially sensitive
information, the device designers may decide to include a recording indicator and

a physical lens shutter in the device’s hardware design rather than trying to provide
notices and controls solely through software at a later stage.

5.4.4.2 Identify Users and Their Privacy Needs

A common part of PIAs is the identification and consultation of stakeholders whose privacy
may be potentially impacted by a system. This can be combined with identifying a system’s
different types of users and eliciting their privacy expectations and privacy concerns as well
as their privacy information needs and privacy control needs. For the design of privacy user
experiences, it is important to distinguish at least three groups of users:

« Primary users are a system’s intended audience. The primary user would make the
decision to use a certain system and complete an enrollment process (e.g., account
setup or configuration wizard) and would be able to configure the system. This
may include activating or consenting to certain optional practices (e.g., activating
face recognition for a smart home camera), opting out of certain practices (e.g.,
analytics), and adjusting privacy settings. For websites and mobile apps, the
primary user would be the person using the browser or downloading the app; for
IoT devices, it would be the person setting up the device.
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o Secondary users are other people who may use a system in addition to the
primary user. Secondary users might be aware of a system and even actively use
it, but they may have an incomplete or inaccurate mental model of the system
and its data practices and less control over it compared with the primary user.
Examples of secondary users would be a child using a parent’s smartphone to
play a game or stream a video, or a household member using a smart speaker
that’s associated with the device owner’s account or a smart thermostat that has
been configured by someone else. Secondary users may need to be informed
about data practices, or even offered controls, in addition to and in ways
different from the primary user.

« Incidental users might inadvertently and unwittingly become data subjects of a
system’s data collection and processing. For example, a smart door lock might
collect information about all family or household members, including guests.”
House guests may be required to use a smart speaker to operate smart lights in
the house.”” Doorbell cameras, drones or self-driving cars might incidentally
record people passing by. Social media and mobile applications enable users to
share information with and about others, e.g., by uploading a geotagged photo
of someone else without their knowledge. Incidental users may not always be
identifiable by a system, which constrains the potential means for providing
privacy notices and controls to them.

Depending on the system, other or additional user groups may need to be considered.
There may also be specific regulatory requirements for data collection, notice and user
rights regarding protected user groups, such as children.

System designers and privacy professionals need to understand how the privacy of
each identified user group may be affected by the system. Often a system’s user groups
are affected by the same data practices. For example, a smart home device may record
the same sensor information about the primary user and other household members.
However, sometimes user groups may be affected by different data practices, or certain
groups may only be affected by a specific data practice. For example, a smartphone’s
data practices affect mainly the primary user and possibly secondary users, whereas
incidental users may only be affected if they are being recorded by the device, for
instance, when a primary or secondary user takes a photo or video.

Next, it is important to understand each group’s privacy preferences, concerns,
expectations, mental models and control needs regarding the system and its data
practices. This information can be gained by conducting user studies, which we discuss
in more detail in Section S.5, and potentially through reviewing academic literature that
has investigated privacy preferences of specific user groups in specific contexts.
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5.4.4.3 Identify Unexpected Data Practices

A particular focus when seeking to understand users’ mental models and privacy
preferences should be to identify which of the system’s data practices people are unaware
of and might be surprised about. Knowledge about unexpected practices helps determine
what information and controls need to be presented more prominently in the UX. Data
practices that are consistent with the transaction context (and therefore with the user’s
expectations) might not require immediate notice. However, practices that are unexpected
or violate the transaction context should be highlighted. For example, Gluck et al. studied
which of a fitness watch’s data practices people expected. One finding was that almost all
participants (94 percent) expected the watch to record steps, but only 31 percent expected
the watch to also record location information. Recording stepsis a key purpose of such a
device and may not need to be specifically highlighted, whereas collection of location data
was unexpected for many, indicating a need for user-centric privacy notices focusing on
this aspect.® Making people aware of unexpected practices and ideally asking for consent
(opt-in) reduces surprise and can potentially increase user trust.

Making users aware of an unexpected data practice is also an opportunity to
explain the reasons for the practice, its benefits and the associated privacy risks.* It
also provides an opportunity to communicate what measures are put in place to limit
associated privacy risks and protect user privacy. Privacy and security engineering often
happens under the hood—privacy UX design is an opportunity to make concrete the
care and effort an organization puts into privacy and data protection.

5.4.4.4 Integrate Privacy Interfaces into System’s UX

Once the information has been gathered about the system’s data practices, its user
groups and the practices that might be more or less expected by different user groups,
the next step is to decide when and where to integrate privacy notices, consent prompts
and other privacy interfaces into the system’s UX. Showing lots of information and
controls at once in a single interface is rarely effective. Instead, the goal is to map specific
privacy information and controls onto those points in the system’s UX where they are
most relevant to the user and where an opportunity exists for the privacy interface to
gain the user’s attention. Such privacy interfaces can be more concise and require less
interpretation by the user because they are integrated into the user’s interaction with the
system, which therefore makes them less disruptive. This might mean providing certain
information and controls at multiple interaction points and with varying levels of detail.
The level of detail provided in a specific notice or control must be appropriate for the
respective context and user group. However, notices and controls can be layered. A short
notice may highlight a practice, fact or control to gain the user’s attention and provide a
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link to additional information or more controls, which in turn might consist of multiple
layers that users can reveal and explore as needed. In UX design, this design pattern

is called details on demand—providing an overview or summary first, with options

for users to retrieve details.® Thus, rather than trying to provide a single notice or
control that does everything, it’s better to craft a privacy UX that is composed of many
complementary privacy notices and controls at different levels of detail tailored to the
respective user group and context.

A privacy UX combines privacy interfaces shown at different times, using different
modalities and channels, and varying in terms of content and granularity in a structured
approach. With such an integrated and multilayered approach, individual users still
receive information and choices for data practices that pertain to them but won’t
be confronted with data practices that are irrelevant for them until they are using a
respective feature of the system. Users should still have the option to read the full
privacy policy and explore all privacy settings whenever they want.

Deciding what information or controls to include in a brief integrated notice
presented as a top layer is a crucial aspect at this stage, because most users will not seek
out more detailed privacy interfaces, even if they are referenced and only a click away.
Thus, if such a short notice does not capture all relevant aspects of a data practice, it may
hide information and impair transparency.® This is especially an issue for unexpected
data practices. Therefore, privacy interfaces should be hierarchically structured in
such a way that the initial notice, prompt or control either already captures the main
aspects of the data practice or serves primarily to draw the user’s attention to more
expressive privacy interfaces. For instance, Almuhimedi et al. showed that just notifying
smartphone users about how often their location has been accessed by different apps is
an effective nudge for users to check and adjust their permission settings.**In contrast, a
privacy policy that only shows section headings and requires users to click each heading
to read the text is a bad design, because it requires users to make many more clicks
and prevents keyword search.® A more effective approach in this context would be to
summarize a section’s key data practices and respective choices and provide a “learn
more” button to reveal a detailed description.

Creating and maintaining a privacy user experience composed of multilayered
privacy interfaces does incur engineering and management costs, but it has multiple
benefits. Users’ privacy needs and the system’s data practices can be better aligned.
Where user consent is required, this approach can yield properly informed consent.
Reducing surprise and explaining privacy protections is likely to facilitate user trust.
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5.4.4.5 Leverage the Available Design Space

Once it has been decided what information or controls need to be provided at which
points in a system’s UX, the next step is the actual design of the user-centric privacy
interfaces. Multiple aspects can impose constraints on the design of the privacy

user experience. A system has certain input and output modalities, which can affect
how different user groups can or cannot be provided with privacy information or
express their privacy choices.®® For instance, many IoT devices have no screens or
only very small ones, which may not be suitable for displaying privacy information or
controls. However, a system and its context may also offer unconventional interaction
opportunities for privacy interfaces. Identifying constraints and considering the full
design space for privacy interfaces helps generate different design ideas for a privacy
interface and identify viable solutions. Based on an extensive analysis of the design
space for privacy notices and controls, Schaub et al. identified four design dimensions
that should be considered in privacy interface design.®” The design space with its main
dimensions and their design opportunities is shown in Figure 5-1. We provide a short
overview of each design dimension and respective key considerations.

Figure 5-1: The Design Space for Privacy Notices and Controls

privacy notice/control

timing channel modality control
at setup primary visual blocking
S d ) non-
justintime secondary auditory blocking
context- ; )
public
dependent haptic/other decoupled
periodic machine-
readable
persistent
on demand

Timing. The point in time at which privacy information or controls are presented
to the user has a substantial impact on a privacy interface’s usability and utility. Users

214



Usable and Useful Privacy Interfaces

may ignore privacy interfaces shown at inopportune times, but may seamlessly interact

with a consent prompt that appears exactly when it is needed. Timing is a key factor in

ensuring that a privacy interface is relevant and aligned with users’ needs.

At setup interfaces are often shown on initial use. However, only information

and choices that are truly essential before use should be communicated at setup
because users’ attention is typically focused on the primary UX at this point.
Those privacy information and choices that must be presented at setup should be
properly integrated into the setup process (e.g., a configuration wizard or account
enrollment) in a way that provides value and meaning to users rather than
nudging them to accept a privacy policy or terms of service they have not read.

Just-in-time interfaces are shown in the same transactional context as the
data practice they pertain to, which supports reasoning in the moment and
means they can be specific and short, communicating only the most relevant
information and choices.

Context-dependent privacy interfaces are triggered by certain aspects of the
user’s context.*® For instance, being in physical proximity to an IoT sensor

may cause the device to announce its presence (e.g., flashing an LED, beeping,
sending a description of its data practices to the user’s phone). Other context
factors might be someone accessing previously uploaded information or
analyzing the user’s previous privacy settings behavior to warn about potentially
unintended privacy settings. For example, Facebook displays a message warning
that it is about to post publicly when the user’s last post was public, but they are
typically not in the habit of posting publicly.

Periodic reminders are useful to remind users about data practices that they
agreed to previously and to renew consent if the practice is still ongoing,
especially if the data practice occurs in the background, invisible to the user.

Persistent privacy indicators are shown whenever a data practice is active. For
instance, cameras often have lights to indicate when the camera is recording.
Persistent indicators can provide an unobtrusive cue about especially critical
data practices, but there’s also a risk that the indicator will not be not noticed.®

On demand privacy information and controls allow users to seek out and review
privacy information or their privacy settings and opt-outs any time. On-demand
interfaces should be made available in a well-known or easily findable location
(e.g., a website should have a “privacy” subdomain or “/privacy/” folder and
provide links to privacy controls from their privacy policy and in relevant menus).
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Channel. Privacy interfaces can be delivered through different communication
channels.

« Primary channel is the primary device or system the user is interacting with,
such as a smartphone or computer. It is the system that is also primarily
involved in the respective data practice, e.g., collecting, storing or processing
the data.

o Secondary channels are useful when the primary system is too constrained in
its input and output capabilities to provide for meaningful interaction with
the privacy interface. Typically, a secondary channel presents information on
a different device or in a different context. For instance, privacy information
and settings for a fitness tracker or smart speaker might be available through
a companion app or website. Emails, mobile notifications and even letters can
also serve as secondary channels for privacy communication.

o Public channels can be used when the system’s users or data subjects cannot be
reached individually or are not known to the system. For example, public signs
can be posted to inform about camera use or other sensing technologyin a
certain environment.

Modality. Privacy interfaces can be presented in different ways, with different
interaction modalities.

o Visual privacy interfaces are most common. Privacy notices are presented as
text or with icons and illustrations; privacy controls rely on graphical user
interfaces. Many aspects can affect the usability of visual privacy interfaces,
including color, font, white space, combinations of icons and text, the layout of
interface elements and how the state of settings is conveyed. Privacy concepts
are difficult to represent as icons only; combining icons with explanatory text or
using more expressive visualizations and videos is preferable.

« Auditory privacy interfaces use sounds or voice to convey privacy information,
or voice commands to enable privacy controls. Certain sounds can convey data
collection practices very effectively. Take, for example, a camera’s shutter click,
which is being replicated on digital cameras and smartphones to indicate when
a photo is taken, even though those devices may not have a physical shutter.”
Support hotlines often play an auditory notice before one is being connected
with a human operator. (For example, “This call may be recorded for quality
assurance purposes.”) Voice-based interfaces, such as smart assistants, should
offer voice commands to control privacy.”
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« Haptic and other modalities may also be leveraged as privacy interfaces. For
instance, device vibration could be used as an indicator for data collection.
Olfactory displays could be used to inform about privacy risks with different
scents (e.g., lavender scent when visiting a privacy-friendly website; sulphur
when visiting a privacy-invasive one). Ambient lights could also serve as privacy
indicators. Could taste or skin conduction be used in privacy interfaces?
Although it might not be immediately apparent how less conventional
modalities could be used for privacy interfaces, the important point is to
creatively explore even unconventional design opportunities. Such exploration
often leads to helpful insights that can inform practical solutions.

« Machine-readable specifications of privacy notices and controls enable the
consistent presentation and aggregation of privacy information and controls
from different systems or apps.”> Mobile apps have to declare their permission
requests in a machine-readable format, and the mobile operating system is
responsible for providing permission prompts and managing the user’s consent.
IoT devices that lack screens and input capabilities could broadcast their
machine-readable privacy notices to smartphones of nearby users, which then
present the respective privacy information and choices to the user.”®

Control. User choices, consent dialogs and privacy settings can be delivered in
different ways that affect how users interact with them.

« Blocking privacy controls force users to interact with the privacy interface
in order to be able to proceed. Blocking controls are useful when the user
must make a choice, e.g., when consent is needed. However, how choices are
presented affects whether the interaction is actually an expression of the user’s
preference, and so should be considered carefully. For example, presenting a
complex privacy policy and providing only the options to accept or not use the
app is not suitable for eliciting consent, as users are likely to click the warning
away without reading. Preferable are prompts that are specific to a single data
practice and provide options to both allow or deny the practice (e.g., mobile
permission requests). All choices should be equally easy for the user to exercise.

« Nonblocking privacy controls do not interrupt the interaction flow but are rather
integrated as user interface elements into the UX. For example, social media
apps might provide an audience selector (e.g., private, friends, public) within
the interface for creating a post. The control is available but does not have to be
used and, at the same time, reminds the user of their current privacy settings.
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« Decoupled privacy controls are not part of the primary UX. They are useful to
provide the user the opportunity to inspect their privacy settings or the data
the system has collected about the user. Common examples are privacy settings
and privacy dashboards. The advantage of decoupled privacy controls is that
they can be more comprehensive and expressive than integrated controls;
the downside is that users need to actively seek them out. Good practice is to
provide decoupled privacy controls at a central place and then point to them
from other, more concise privacy notices and controls where appropriate.

Frequently, multiple kinds of privacy notices and controls will need to be combined
in a multilayered privacy user experience in order to properly address privacy
information and control needs of a system’s user groups.

5.4.4.6 Conduct User Testing

Privacy user experiences should be developed in a user-centric and iterative design
process. Potential users should be involved in the design process from the beginning to
account for user needs and to evaluate whether developed privacy notices or controls
are usable. Privacy interfaces can be evaluated individually (e.g., by asking whether
users understand a particular consent prompt), but the privacy user experience should
also be evaluated holistically to gauge whether the combination of privacy interfaces
appropriately serves users’ needs and how the overall privacy user experience affects
user trust in the system and its handling of users’ personal information.

5.5 Usability Testing and User Studies for Privacy

Usability testing and user studies are a staple of both research and product development.
Many books and guides have been written about how to conduct user studies. In this
section, we provide a brief overview of the what, why and how of user testing and user
studies as they relate to privacy. Our goal is to convey the importance of user studies for
the design of privacy interfaces and give privacy professionals the necessary knowledge
to effectively collaborate with UX professionals to design appropriate privacy studies. At
least in the beginning, it is useful to work with UX professionals to ensure that a study
actually tests what it is intended to test.

5.5.1 Why Test Usability?

Usability testing and user studies play several important roles: they can help to assess
needs, examine tradeoffs, evaluate designs and find root causes of problems.
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At the beginning of a design process, exploratory user studies can inform design
requirements by providing feedback on which user needs are not being met by existing
systems, as well as identify users’ pain points and points of confusion. For example,
before designing a privacy dashboard, a user study can help designers gain insights into
what data users are most interested in seeing and at what level of granularity, as well as
what types of controls users are most interested in exercising. Furthermore, designers
may learn whether they are likely to satisfy most of their users with a single interface, or
whether special interfaces might be needed for certain populations such as advanced or
novice users.

Designers often face tradeoffs, and user studies can help provide insights into the pros
and cons of each approach under consideration. For example, designers may realize that
more granular privacy controls may increase the complexity of privacy choices. Through
usability testing, they can gather data that will allow them to weigh the benefits of
providing more granular controls against this added complexity. They can observe
whether users actually take advantage of the added granularity to adjust settings that
best match their personal privacy preferences, and they can observe how much longer it
takes users to configure the controls and how often users give up because the controls
are too complicated.

While following established usability guidelines and principles is likely to improve
usability, the only way to be sure that a system is actually usable by its intended
audience is to conduct usability tests with representative users. Thus, usability testing
is critical for determining that a design actually meets its stated requirements. Before
declaring that their privacy settings allow users to exercise privacy choices quickly and
easily, organizations should run usability tests that assess whether users can find privacy
settings (discoverability), use them to select the settings that match their personal
preferences and understand the effect of the settings they selected.

Finally, after discovering a usability deficiency, usability testing is useful to
determine the underlying cause of the problem, which will hopefully lead to solutions.
For example, a company may receive complaints from users that their privacy settings
are not working. After determining that there is no underlying technical problem, the
company may conduct user studies to understand how users believe the privacy settings
are supposed to work and where their mental models differ from what the system
actually does. This should provide insights that will allow the company to redesign its
privacy settings to better align with users’ expectations and privacy control needs or to
communicate its current function more clearly.
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5.5.2 What to test?

The details of what to test depend on the type of system being tested and where in

the design process the test is being conducted. Exploratory testing early in the design
process may be less about testing a user interface and more about understanding users’
preferences, expectations, concerns and mental models. Once a prototype or complete
interface has been developed, testing will generally focus on some or all of the following:
awareness and attention, discoverability, comprehension, utility and behavior. However,
testing may also investigate learnability, efficiency, memorability, errors, satisfaction
and other aspects of UX and information processing phases discussed in Sections 5.3.2
and 5.4.3.

5.5.2.1 Preferences, Expectations, Concerns and Mental Models

System designers benefit from an understanding of users’ privacy preferences,
expectations and concerns, as well as their relevant mental models. As discussed earlier,
preferences, expectations and concerns collectively impact a user’s privacy decision-
making. In turn, they may impact the types of privacy features and controls users seek
out or the types of explanations or assurances that may be needed to ensure that users’
concerns are addressed. Surveys, semistructured interviews, and focus groups can all
provide insights into users’ privacy concerns and needs in a specific context. It can be
valuable to conduct these exploratory studies early in the design process.

Numerous papers in the academic research literature explore users’ privacy
preferences, expectations, concerns, and mental models generally, and in the context
of specific technologies (e.g. behavioral advertising, health technology, IoT).”* Such
research papers can provide insights to inform the design of privacy interfaces,
supplementing or possibly even eliminating the need for exploratory studies in a specific
design process.

5.5.2.2 Awareness and Attention

As we discussed earlier in this chapter, following the C-HIP and HILP models, our

first big hurdle is getting the user’s attention. A just-in-time privacy notice, a privacy-
related warning, or an ambient privacy indicator are all useless to users who don’t notice
them and don’t shift their attention to them even briefly. User studies can test whether
users notice privacy-related notices, indicators or controls as they carry out a primary
task. For example, Balebako et al. developed a mobile game app and created versions
that differed only in when the privacy notice was presented to users. They asked study
participants to test the app and answer questions about it, including questions about the
privacy notice. The timing of the privacy notice presentation impacted whether users
paid attention to and thus could correctly answer questions about the privacy notice.”
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5.5.2.3 Discoverability

Users who want to obtain information about data practices or make privacy choices
need to be able to find the relevant interfaces. User studies can test the discoverability
of privacy interfaces by evaluating whether users are able to find them at all, and if so,
whether they can do so easily and efficiently.

5.5.2.4 Comprehension

Users may notice privacy indicators or find privacy interfaces, but they may not fully
understand what they mean or how to use them. User studies can test comprehension
of wording, symbols, interface components and controls, either in isolation or in the
context of relevant tasks. Comprehension testing is often iterative, as designers identify
comprehension problems and then test alternative wording or symbols.

Leon et al. conducted a study to determine what users understood about the
AdChoices behavioral advertising icon and associated taglines. They found that
comprehension rates were fairly low overall, but that some of the taglines they tested
resulted in significantly better comprehension of the icon.*®

5.5.2.5 Utility

Privacy notices may be discoverable and comprehensible, but they may still leave out
important information or settings that users want. For a privacy notice or settings
interface to provide utility, it must be aligned with user needs. User studies can help
assess the utility of privacy interfaces. Exploratory user studies may also help identify
desired utility early in the design process. For example, Emami-Naeni et al. asked

IoT device owners about their device purchase experience as well as their privacy and
security concerns, and showed them early prototypes of privacy and security labels
for IoT devices in order to explore whether the labels’ information would address their
needs. They found that participants were especially interested in information about
their privacy choices and wanted to see a summary rating as well as detailed privacy and
security information.”’

5.5.2.6 Behavior

Users who discover and comprehend privacy indicators or warnings may still fail to

act for a variety of reasons. Users may lack motivation, feel that their actions will be
ineffective, have concerns that privacy protective steps will be inconvenient or result in
their inability to use desired features or services, or be uncertain about what to do. Even
those who do act may still make mistakes (e.g., press the wrong button or forget to press
afinal “submit” button), rendering their action ineffective. Likewise, users presented
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with privacy controls may also make mistakes as they attempt to configure the controls
to match their personal preferences.

Ed Hutchins, Jim Hollan and Don Norman identified two common underlying
challenges that lead to configuration mistakes: understanding the state of the system
(gulf of evaluation) and taking action to accomplish a specific goal (gulf of execution).”®
When users fail to understand the current state of the system, their decisions about what
settings to change are based on faulty assumptions. An example of the gulf of evaluation
may be a user examining a mobile app privacy setting and incorrectly interpreting the
on/oft toggle, thus believing that location tracking has been turned off when in fact it
is on. Likewise, when users fail to take the correct actions, they will not achieve their
desired goals. Thus, a user who clicks an opt-out button on a website but does not scroll
to the bottom of the page and click the submit button will fail to achieve the desired goal
of opting out due to the gulf of execution.

User studies can test both whether users take privacy actions and whether they
execute these actions correctly and effectively to achieve their desired goals. For
example, Egelman et al. tested several approaches to providing privacy indicators
on websites to determine which had the largest impact on user behavior. They found
that privacy indicators had the largest impact on user behavior when they appeared
alongside search results rather than on an interstitial or at the top of a web page.”” In
addition, when Leon et al. tested whether users could set up behavioral advertising opt-
out tools to achieve a desired result, they found that most users struggled to configure
these tools. They recommended a number of design improvements to address the
problems they observed, including removing jargon, adding more privacy-protective
defaults and providing feedback about what the tool was doing.'”°

5.5.3 How to Test?

UX professionals employ many different testing techniques that vary considerably

in their cost, time and effort to complete, and types of insights and conclusions they
produce. The most appropriate testing may depend on where you are in the design
process, available time and resources, and the reason for testing. (For example, is testing
being done primarily to improve an interface, to validate that an interface improves on
a prior version or a similar product, to address regulatory requirements or to produce
generalizable knowledge that can be published in academic research papers?)
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5.5.3.1 Formative and Summative Evaluations

Usability evaluation can be categorized as either formative or summative."”* Formative
evaluations are used to gain insights into which aspects of a prototype or product

could use improvements, while summative evaluations are used to draw comparisons
between a prototype or product and some benchmark (e.g., previous version, competing
product). Generally, formative evaluations are small scale and focus on gathering rich
qualitative insights that can be used to improve a product. They may be conducted
iteratively, with several rounds of evaluation and design changes. Summative
evaluations are generally conducted once the design team believes they are done or even
after the product has shipped. They are generally larger studies that focus on gathering
quantitative data. Summative studies are usually done to validate that the product
(hopefully) meets the design requirements or performs better than a previous version
or a competing product. Companies may make claims about their product on the basis
of these results. For example, a company may be able to show that, as compared with
the prior version of their product, in the current version they made it S0 percent faster
for users to opt out of behavioral targeting or that they improved the percentage of users
who could correctly identify the audience of their social media posts from 40 percent to
80 percent.

5.5.3.2 Small-Scale User Testing

Small-scale testing often provides a large bang for your buck, especially when used
as part of a formative evaluation. Relatively inexpensive and quick, a test with even a
handful of users can offer important insights about where a UX may need improvement.
Such testing may uncover user concerns and confusing interfaces and help to highlight
differences in user attitudes and uses of a set of features or products. Small-scale
user testing is often done in a lab, where an experimenter is able to directly observe
how a user interacts with an interface and ask follow-up questions. Sometimes the
experimenter may ask users to think aloud during a test and provide a real time, blow-
by-blow commentary of what they are thinking and doing.'** This can be useful for
capturing users’ impressions as they try to understand and use a new interface. A related
method is participatory design (or codesign), in which UX designers work together with
affected stakeholders to identify and develop design solutions that better meet users’
needs.'” Rather than only eliciting needs from users and then evaluating new designs
with them, users actively contribute to the design.

Small-scale testing can be quite useful for exploratory studies and for iterative
design improvements. However, it generally cannot be used to validate a property of an
interface or to make statistical claims.

223



An Introduction to Privacy for Technology Professionals

5.5.3.3 Online Panels and Crowdsourcing Services

Recruiting large numbers of participants for a user study can be time consuming and
expensive. Research companies recruit and maintain long-standing online panels of
people who agree to receive emails recruiting them to participate in online surveys.
Often these panels are comprised of people who have been screened for particular
characteristics (e.g., age range, gender, occupation, geographic location). Researchers
can pay to gain access to these panels to recruit participants for their studies. Some
organizations maintain their own in-house panels, recruited from among users of a
particular product or members of a university community, for example.

Crowdsourcing platforms such as Amazon Mechanical Turk allow people to sign
up as workers and perform tasks for pay (generally at rates similar to minimum wage).
These platforms can be a quick and inexpensive way to recruit participants for online
surveys and other online user studies. If you use these services, you need to be especially
careful about how you screen participants for any desired attributes and make sure that
they don’t just randomly click through your survey in order to get a quick payment.
Some crowdsourcing services such as Prolificand CrowdFlower have been shown to
deliver more diverse participants and achieve higher-quality survey results than the
more popular Mechanical Turk.'**

While people often think about using panels and crowdsourcing services for surveys,
they can also be used for online user testing. If you can make relevant parts of a user
interface available through a web interface or an instrumented download, you can ask
participants to perform tasks using your interface, collect data about how they use it and
ask them questions afterwards. Services such as UserTesting.com specialize in online
user testing of interfaces and user experiences.

5.5.3.4 A/B testing

A/B testing refers to tests where some users of a product or service see version A and
others see version B. Generally, there are small differences between A and B and some
metric to compare the two. For example, A and B may differ based on the placement of
buttons, wording of menu items, colors, page layout, graphics or presence of a particular
feature. This type of testing is not actually limited to two versions—companies may test
many versions in a similar fashion. This testing may be done with users of a deployed
service, who generally are not aware that they are part of a test.

In the context of privacy, A/B testing might be used to test the impact of interface
changes on the time users spend engaging with privacy settings, or the percentage of
users who change privacy settings or opt out.
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5.5.4 Usability Testing Best Practices

Regardless of what type of usability test you choose, it is important to keep in mind
some best practices. Here, we discuss testing metrics related to privacy, ways to provide
arealistic context (sometimes using deception) and strategies for recruiting study
participants. We conclude with a brief discussion of ethical considerations for usability
testing and user studies.

5.5.4.1 Metrics

Before testing begins, it is important to identify a set of metrics that will be

used. Metrics might relate to any of the areas discussed in section 5.2, including
discoverability, awareness, comprehension, utility, behavior, satisfaction and other
factors. For example, when testing a privacy tool or interface, metrics might include
speed with which users complete a task, number of errors made while completing a
task and accuracy of users when answering questions about the meaning of symbols or
other interface components. Other relevant metrics include the percentage of users who
exercise privacy choices and the types of choices they make. Choosing the right metrics
is important for conducting a meaningful evaluation free of blind spots: You don’t want
to end up in a situation where you conclude that an interface is wonderful because

it performs well on a particular metric you tested, while in reality it would perform
horribly on several other highly relevant metrics that you didn’t evaluate.

Besides identifying metrics, you should identify desired outcomes or objectives that
will allow you to determine whether design requirements have been met. For example,
one objective may be to increase speed by a specific percentage over the prior version.
Another objective may be to reduce the error rate.

Measuring the effectiveness of consent or opt-out interfaces poses challenges. The
percentage of users who consent or opt out is not an indicator of the effectiveness of
the interface. What we really want to capture is user awareness and comprehension
of choices and whether they successfully select options that align with their personal
preferences. One way to measure this would be to survey users shortly after they engage
with a consent interface to find out what they believe they consented to (or chose not to
consent to) and how this aligns with their preferences.

Metrics regarding user privacy behavior may be difficult to agree upon, especially
when they conflict with other values in an organization. For example, a privacy objective
may be to increase the number of users who visit the privacy settings page and make
changes to their settings. However, when users choose more privacy-protective settings,
companies may lose opportunities to profit from user data. Thus, meeting privacy
objectives may appear to conflict with meeting revenue objectives. On the other hand,
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users who select privacy-protective settings might be less likely to trust the company or
may decide to take their business elsewhere if such settings are not available. Companies
need to consider these issues and resolve internal tensions between privacy and business
goals.

5.5.4.2 Ecological Validity, Context and Deception

Ecological validity refers to the realism of the methods, materials and setting of a user
study or usability test. The most reliable results are obtained through field testing. In
field tests, designs are evaluated as part of a production system. The advantage of field
testing is that new designs are tested under real-world conditions with real users rather
than under artificial lab conditions with recruited participants. However, this also limits
them to late stages of the design process, when a design has sufficiently matured to be
used in production systems without placing users at risk or creating liabilities for the
organization.

In order to observe the most natural behavior from non-field-study participants,
studies should be designed to mimic the real world as much as possible. Thus, when
studies are conducted in a lab, the lab may be set up to look like an office or living room,
complete with relevant props. For example, when evaluating privacy settings related
to smart home devices, conducting the study in a homey living room setting may elicit
from participants the types of privacy concerns and behaviors they would exhibit when
using these devices in their own homes.

One component of ecological validity is the context in which user study tasks are
embedded. If a study participant sitting in a usability lab is shown a privacy policy or
any other privacy interface and asked questions about it without being provided with
any context or reason for wanting to read the policy, the resulting usability evaluation
will lack ecological validity. In this case, participants may pay more attention to the
policy than they would in real life, when privacy is likely not their primary concern.
Thus, comprehension testing without a real-world context is likely to result in a best-
case scenario. Awareness and behavior testing are likely to be difficult to conduct
meaningfully without embedding tasks in context.

To evaluate a privacy interface in context, participants should be given a relevant
task. For example, participants might be told that a friend who is concerned about their
privacy has asked for help in selecting an email service provider. Kelley et al. evaluated
prototype “privacy facts” labels in an app store by asking participants to select apps for
a friend. They compared the selections made by participants who either used an app
store that had privacy facts labels or did not (as a control condition). They found that
the privacy facts labels generally influenced which apps were selected. However, other

factors also played a role, and sometimes had more of an influence than privacy.'”®
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Often context is provided by embedding tasks in a hypothetical scenario such
as those mentioned above. However, participants may not be motivated to behave
realistically in a hypothetical scenario, especially one in which they have to imagine
a particular privacy or security risk. Sometimes study designs employ deception to
increase ecological validity and observe how users behave when simulated privacy or
security risk is introduced. For example, Bravo-Lillo et al. advertised a study evaluating
online video games to crowd workers. Participants played and evaluated two games
on real gaming websites not controlled by the experimenters. When they tried to play
a third game, a simulated security warning appeared in their browser window. The
researchers collected data on how participants responded to the warning, and compared
results across several warning designs.'* In this case, there was deception about the
purpose of the study and deception about the warnings, which were designed to appear
real even though they were triggered by the experimenters. Deception was needed here
to observe participants’ natural behavior when confronted with warnings that they
believed were real and not a part of the experiment. Section 5.5.4.4 addresses ethical
issues to consider when conducting deceptive studies.

5.5.4.3 Testing with Representative and Specific User Populations

The strategy used to recruit study participants can have a large impact on results,
especially when conducting small-scale studies. The age, gender, socioeconomic status,
digital literacy, technical skills, geographic location, cultural background and other
characteristics of study participants influence their behavior and responses to survey
questions.

When conducting a user study, it is tempting to reach out to a convenient sample
of coworkers, friends or family. This can be useful for pilot testing or to help detect
problems with a product or service, and it is better than not doing any user testing.
However, for the most useful evaluation, testing should be conducted with a
representative sample of current or anticipated users of a product or service, or with
specific populations that are of interest. Sometimes, it is helpful to recruit participants
who represent particular types of users who may have special issues or represent
extreme ends of a user spectrum. For example, aware that older adults are now flocking
to social media services, a social media company may conduct a study to assess the
privacy needs of adults over age 60 and how they use the service’s privacy settings.
Likewise, a company developing a privacy tool for extremely privacy-conscious users
should test the tool with those types of users.

When recruiting participants for privacy-related user studies, it is advisable to not
mention privacy in the recruitment materials. Privacy is a contentious topic that can lead
to self-selection bias: People who already have an interest or opinion regarding privacy
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will respond, but those who prefer to ignore the topic won’t. However, the latter group
can often provide more useful insights. Good practice is to be vague about the specific
focus of the study in recruitment (e.g. by calling it a “study on mobile app use”).

Researchers sometimes conduct studies where they aim to recruit a random,
representative, census-balanced sample of a country’s population. This is important if
you want to make claims about the entire population of a country, such as “S0 percent of
all Americans believe ... ” However, these studies tend to be expensive to conduct, and
this type of sampling is generally not necessary for usability tests.

5.5.4.4 Ethical Considerations

Depending on legal requirements in your country, corporate or institutional policies,
and the type of testing you are doing, you may or may not be required to have your
study reviewed by an ethics board or institutional review board (IRB) prior to
beginning a usability study. In the United States, research conducted at universities
that involves identifiable individuals or their information and is designed to contribute
to generalizable knowledge must be reviewed by an IRB. Research intended for
publication is usually classified as contributing to generalizable knowledge, while
research intended to guide development of a specific product or that is being conducted
as part of a classroom exercise is usually not.

Even if not required to have a usability study reviewed by an ethics board or IRB,
the user study team should still consider ethical issues in their study design. Studies
should be designed to minimize the possibility of harm to participants and to treat
participants fairly and with respect. If identifiable data is collected only to contact or
pay participants, it should be separated from study data. Participants should be able to
end their participation at any time and for any reason without penalty. The study team
should generally obtain informed consent from participants prior to collecting their
data. There are situations where this is not feasible because of concerns about priming
participants or because the study uses previously collected data. In cases where consent
is not obtained in advance or where deception is used, the study team should brief
participants after the conclusion of the study.

While most usability studies related to privacy pose minimal risk to participants,
there are some study techniques that have the potential to cause harm and should
be considered carefully. For example, a privacy study that collects sensitive data
from participants, perhaps to motivate privacy concerns, could increase the risk that
participants’ information will be exposed. A deceptive study that simulates security
or privacy warnings may leave participants uncertain about whether they may have
actually been the victim of an attack or breach. These participants may suffer from
added anxiety and may unnecessarily take steps to reset passwords, cancel credit cards
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or otherwise recover from an attack that did not actually occur. Study teams should
take precautions to minimize these and other harms; for example, by establishing data
security protocols and debriefing participants at the end of a study session.

5.6 Summary

This chapter provided an overview of people’s privacy decision-making processes and
common usability issues in privacy interfaces. We presented design principles and a
systematic process for creating privacy interfaces that can help avoid usability issues. We
further discussed best practices for conducting usability testing and user studies related
to privacy.

The design of usable privacy notices and controls is not trivial, but this chapter
hopefully explained why it is important to invest the effort in getting the privacy user
experience right—making sure that privacy information and controls are not only
compliant with regulations but also address and align with users’ needs. Careful design
of the privacy user experience can support users in developing an accurate and more
complete understanding of a system and its data practices. Well-designed and user-
tested privacy interfaces provide responsible privacy professionals and technologists
with the confidence that an indication of consent was indeed an informed and freely
given expression by the user. Highlighting unexpected data practices and considering
secondary and incidental users reduces surprise for users and hopefully prevents privacy
harms, social media outcries, bad press and fines from regulators. Importantly, a privacy
interface is not just a compliance tool but rather an opportunity to engage with users
about privacy, to explain the rationale behind practices that may seem invasive without
proper context, to make users aware of potential privacy risks and to communicate the
measures and effort taken to mitigate those risks and protect users’ privacy.
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